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Foreword

The National Security Agency, as part of its program to architect secure, adaptable, and
interoperable information assurance systems in compliance with open standards, issuesthis
publication, Multiple Domain Solution (MDS) Protection Profile.

The base set of requirements used in this protection profile are taken from the "Common Criteria
(CC) for the Information Technology Security Evaluations, Verson 2.1". Further information,
including the status and updates of the CC can be found on the Internet at
"http:/cscr.nist.gov/cc/pp/pplist.html”. Comments concerning this profile should be directed to:

Michael Herrera, GRCI (Team Lead)
Michad McEvilley, Mitretek Systems

EllaMiller, ACS Defense, Inc.
Thomas A. Panfil, NSA
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1 Introduction

1.1 Protection Profile | dentification

Title Multiple Domain Isolation Solution For Single- Information-Domain at a Time Periods
Processing Hosts Protection Profile

Authors: NSA
Vetting Satus TBD
CCVeson: 2.1
General Status:
Regidration: TBD

Keywords: Information Flow Control, Data | solation, Periods Processing, Information Domain,
Virtual Private Network (VPN), Data Encryption

Asaurance Level: EAL 4+

1.2 Protection Profile Overview

This Protection Profile (PP) specifies the minimum set of security requirements that describe a
multiple domain operationa capability. This capability provides an individua authorized for
access to multiple domains the ability to access those domains from a single computing device,
one domain at atime, through a 9ngle common network. This solution defined by this profileis
based on astrongly authenticated gpplication of cryptographic services to enforce
organizationaly defined domain isolaion security policy.

This solution defined by this profile is intended to help address the issues that result from the
current practice of alocating multiple sets of dedicated computing resources for usein distinct
information domain contexts. These issues include the costs associated with equipment
acquisition, operation and maintenance, the resulting ineffective use of available workspace, and
the resulting impact on personnel and operationd policies and practices.

The capability described by this profileis targeted at organizations that employ COTS hodts as
the computing platform for access to information domains. These hosts may be employed as
either user workstations or server class processing resources. These hogts are based upon
dther COTS operating systems with no formaly evauated level of trust or COTS operating
sysemswith aleve of trust established but without information flow control policy enforcement
capabilities. Without the ability to enforce an information flow control policy (such as
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Mandatory Access Controls based upon security labels), periods processing of the COTS
computing platform (i.e, host) must be performed manualy by usersto ensure that domain
information is not leaked across domains.

The combination of manual periods processing of the COTS host and domain informetion flow
enforcement mechanisms ensures a secure sequence of state trandtions between domain
contexts within the host, and provides an operational capability that is secure and a codt-
effective dternative to existing multiply instantiated resource system implementations.

1.2.1 Summary of Capabilities

The minimum hightlevel capaliilities of a product that is compliant with this profile are sated
below. Detailed discussion, additiond information and a description of the TOE in the context
of specific application scenarios can be found in Section 3 of this profile.

A compliant TOE provides the following capabilities:

The isolation of information to prevent it from crossng domain boundaries as defined by
information flow and/or access control policies

The strong authentication of individuas wishing to participate in a domain, and
prevention of an individud participating in multiple domains Smultaneoudy from asingle
host.

The enforcement of a Domain Information Flow Policy (DIFP) to ensure the
containment of al information within its defined domain.

Application of cryptography services for domain separation and informetion integrity
and confidentidity
Sdf-protection to ensure the integrity of the security-enforcing functions
Management functions to support secure administration and operation
Audit event generation, storage and review
The profile has been developed in accordance with the Common Criteria for Information
Technology Security Evaluation (CC), Version 2.1.

13 Document Organization
The MDS PP is organized asfollows:

Section 1 provides a PP Introduction and establishes the context for this PP.

Section 2 provides the conventions, ( .e.g., labels, component operations, etc.), and terminology
used within this PP,

Section 3 defines the TOE Description.
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Section 4 contains the TOE Security Environment. This section defines the intended operating
environment of the TOE through arelated set of assumptions, threats and Organizationd
Security Policy (OSP) statements.

Section 5 provides the security objectives that support the assumptions and policies, aswell as,
counters the thregts identified in the security environment.

Section 6 provides the security functional and assurance requirements that support the security
objectives.

Section 7 provides the rationae to explicitly demongtrate that the security objectives satisfy the
policies, assumptions and threats. This section aso explains how the sets of requirements satisfy

the objectives, and that each security objective is addressed by one or more component
requirements. Arguments are provided for the coverage of each objective.

Appendix A provides the concept of operations of the use-cases for employment of the TOE.
Appendix B providesthe lig of acronyms used within the PP.
Appendix C provides the list of reference documentation used to complete this PP.

3 draft MDS_Sep 12.doc
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2 Conventions and Terminology

2.1 Conventions

This profile is organized based on Annex B of Part 1 of the Common Criteria (CC). This
section identifies the naming conventions or other unique terms and conventions that are used
within this profile

2.1.1 Labes

The following conventions are to aid in the referencing and understanding of assumptions,
threets, policies, and objectives used throughout this profile:

L abeling Convention Reference Category

A.<name> Assumption

T.<name> Thresat

P.<name> Organizationa Security Policy
(OSP)

O.<name> Objective allocated to the TOE

OE.<name> Objective dlocated to the non-1T
environmert of the TOE

OIE.<name> Objective dlocated to the IT
environment of the TOE

Table 2. Labeling Conventions
2.1.2 Component Operations

The notation, formatting, and conventions used in this PP are largely congstent with those used
inVerson 2.1 of the CC. Selected presentation choices are discussed here to aid the PP
reader. Paragraph 2.1.4 of Part 2 of the CC identifies the following operations thet are
performed on functiond requirements. assignment, selection, iteration and refinement. Each
of these operationsis discussed below.

2.1.2.1 Assignment and Selection

4 draft MDS_Sep 12.doc
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The assgnment operation is used to assign a specific vaue to an unspecified parameter. The
selection operation is used to select one or more options provided by the CC in stating a
requirement. Completed assgnment and selection operations are denoted by italicized text.
Whenever an assgnment or sdection operation is |eft incomplete, the required operation is
denoted either by the text “ST writer-provided assignment” or by “ST writer-provided
selection” respectively. These incomplete operations, dong with their required parameters,
appear in bold italicized text.

2.1.2.2 Iteration

Iteration of a component is employed to gpply the requirements specified by its eements
multiple times to convey alocations of capabilities to partitions of the TOE, to partitions of users
and adminigtrators, or to any other partitioning perspective necessary to clearly and accurately
date the requirements levied on the TOE.

The use of iteration is identified in both the component and element identifiers. At the
component leve, the use of iteration isidentified by gppending a period and an iteration to the
CC-defined component name (e.g., FIA_UAU.2.1). At the dement leve, the use of iterationis
identified by gppending a plus Sgn and an iteration number to the CC-defined dement name
(eg., FIA_UAU.2.1+1).

2.1.2.3 Refinement

The refinement operation is used to provide an daboration of an exising CC eement to
explicitly meet sated objectives. Refinement of dementsis denoted by bold text.

2.1.3 Application Notes

Application Notes are provided to clarify the intent, identify implementation choices, or define
other criteriafor the eements associated with a component. Application notes, where used,
follow their respective component.

2.2 Terminology

This profile uses anumber of termsin specific senses. The definitions of the terms that are used
throughout this profile are asfollows:

User: Individud or IT process acting on behaf of an individud.

Periods Processing: A manner of operating an IT syslem whereby the security mode of
operation is established for an interva of time (i.e,, the period) and then changed for an interva
of time. A period extends from any secureinitidization of the IT system to the completion of the
purging of sengtive data handled by the IT system during this period.

5 draft MDS_Sep 12.doc
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Domain Information Flow Policy (DIFP): information flow policy enforced by the MDS.
Per sonality: an instance of the DIFP.

Individual — One or more persondlities may be dlocated to each individual authorized to
participate in domains.

TOE — One or more personalities may be alocated to each TOE instance.
Profile: one or more domain information persondities.

Domain: The unique information context in which an IT system is operating and/or in which the
user may operate (e.g communities of interest, classfication levels and compartments).

Domain Participation Authentication Policy (DPAP): authentication policy enforced by the
MDS. It definesthe criteria (attributes for users, boot devices, credentids, etc) used during the
authentication process resulting in a grant/deny permission for domain participation.

6 draft MDS_Sep 12.doc
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3 Target of Evaluation (TOE) Description

The TOE is envisioned to be packaged as a product that may consst of multiple physica
components integrated in a manner that meets the objectives and requirements defined in this
profile. At the highest level of abstraction, the TOE is pecified to provide the following
capabilities:
Provide for theisolation of network information flows through the enforcement of
domain-specific information flow control policies

Provide the necessary controlsto invoke TOE services and to securely administer
and operate the TOE

It is anticipated that these capabilities may be successfully and effectively implemented through a
variety of combinations of physica components and packaging, and of the dlocation of
functiondity to hardware, software, and firmware. This profile intentionaly makes very few
assumptions for such design and implementation decisons, and levies few condraints thet drive a
particular design solution.

Since the TOE may be comprised of multiple distinct physical components operating asasingle
logical whole, it is necessary to have awell-defined and appropriately partitioned abstraction of
the physicd componentsinto logicd functiond components. The definition, partitioning, and
dlocation of theselogica components are not meant to imply an intended physical relaionship or
combination of physica devices. They are provided to make it possible for this profile to clearly
aticulate the TOE in terms of objectives, requirements, and rationade in an implementation
independent manner. For the cases where a specific implementation is desired, this profile clearly
establishes requirements that describe the details of that implementation. The as-built definition
and dlocation of functiond requirements to components or other physical entitiesis left to the
discretion of the Security Target/ TOE developer. Furthermore, it is the responsibility of the
Security Target devel oper to develop a correct and proper abstraction of this profile and to
provide the andysis and supporting evidence to substantiate any conformance clamsto this
profile.

3.1 TOE Déefinition

This profile defines and addresses the TOE in terms of logicaly related capability components,
hereafter referred to as components. The use of the term TOE means dl defined components.
Theterm TOE Security Functions (T SF) means dl the TSF of the defined components of the
TOE. The use of the term Component-T SF addresses only the TSF for that named component
of the TOE.

The TOE congsts of the five mgor components: Network, Host, Management, User, and
Credentid Input. These components are defined asfollows:

7 draft MDS_Sep 12.doc
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Network Component. The network component provides the interface between the
Host Component and the communications media. The network component is envisioned
to beaphysicd card or other hardware device with associated firmware and/or software.
No assumptions are made regarding the integration of the network component with the
host component. That is, the network component may be an inseparable part of the Host
component (i.e., part of the host motherboard), it may be a device plugged into the Host
component and enclosed within the physical casing of the Host component (i.e.,
removable card), or it may be a device externa to the Host component connected
between the Host component and the network.

Host Component. The host component is a computing device such asasingle-user or
multi-user workstation, or an information server (e.g., file, database, web, or emall). The
host component is based upon either an untrusted operating system' or a trusted
operating systen that does not support labeled security. The host component isintended
to operate in asingle information domain a atime. The host component is dso intended
to operate in accordance with gppropriate periods processing policies that ensure a
sanitized dateis traversed between domain sessons. This profile alows the host
component hardware and operating system to be part of the TOE, but does not alow
them to be part of the TSF.

A manud periods processing host capability is necessary because the network
component will be unable to receive labeled information from the host component, and
the host component will be unable to maintain the labels associated with the information
received from the network component. Once information is within the scope of control of
the host component, its protection becomes a function of operationd policy that is not
enforced by the TOE.

Management Component. The management component provides dl the capahilitiesto
securdly ingdl, initidize, configure and operate the TOE and to manage TOE users. The
management component may be implemented as a centraized dedicated capability, a
centralized dynamicaly assignable capability, or as a de-centralized management
capability. Inthe case of the dynamically assgnable management capability, ether
manud, semi-automatic, or fully automatic processes would be required to move
information from one management host to another. In the case of the de-centraized
management capability, the issues of primary/backup, controlling management
component, information replication and maintenance of congstent states would have to be
addressed.  Although this profile makes no assumptions regarding the implementation of
this capability, this profile dso does not address requirements specific to a de-centrdized
implementation.

L Win9x, majority of UNIX implementations, Linux, MacOS

2 some Windows NT and UNIX implementations
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User Component. The user component provides the capabilities to enforce information
flows to ensure that domain communication occurs in amanner that is congstent with the
information flow policy thet isin effect. The user component interfaces with the reader
component and the management component in support of domain participation
authentication, which incudes the association of a specific information flow policy with the
authenticated user.

The user component interacts with other instances of the TOE to provide end-to-end
domain communication. For this communication, both instances of the TOE must be
authenticated as members of the same domain, and the two instances of the TOE
negotiate to establish the cryptographic services that will be used for their communication
Sesson.

The user component also interacts with the host component to enforce the periods
processing requirements when switching from one domain to another.

Credential Input Component. The credentid input component provides the capability
for communication between individuals and the TOE for authentication and establishment
of participation in adomain. The credentia input component may be an integrd, non-
separable physica component of the TOE, may be an externd device interfaced directly
with other components of the TOE or may be interfaced with other TOE components
through an indirect interface. The actua form and function of the credentia input
component is determined by both the strong authentication technology employed and the
implementation of that technology into the TOE (e.g., biometrics, hardware token,
SmartCard).

Should the vendor choose to satisfy any aspects of the security objectivesin this profile
with functiona capabilities implemented through I'T technology read by the credentia
input component, then that I T technology is consdered part of the TSF. The Security
Target must completdly addressthis I T technology and demongtrate how it is
incorporated into the TSF.

The TOE capabilitieswill be introduced and discussed in the context of information domains,
domain participation authentication, domain isolation, management, periods processing, and key
management. This discussion supports later illustration of the scope and boundaries of the TOE,
anticipated TOE use cases to include the relationship between the TOE and its operationd
environmern.

A separate discussion found in Appendix A addresses red-world scenarios and use-cases for
employment of the TOE.

9 draft MDS_Sep 12.doc
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3.2 TOE Capabilities

3.2.1 Information Domain Concept

An information domain, referred to asadomain in this profile, isalogica concept. A domainisa
unique information context defined by a sat of attributes that characterize the information within
the domain. Asan example, Mandatory Access Control policy establishes a hierarchica

rel ationship based upon information labels (e.g., Unclassfied, Confidentia, Secret, Top Secret)
and non-comparable relationships based upon information labels and compartments (e.g.,
Secret/Nuclear, Confidentid/Speciad Ops). In thisinformation context, a domain may be defined
in terms of discrete labels, discrete label and compartment combinations, ranges of |abels, or
ranges of labels and compartment combinations.

Community of Interest / Compartment

US

US DoD Dept of State NATO UK

TS Q
= el 0
Y U
IELAYCRES s =

Definitions of Sample DOMAINS: A,B,C, ..., |

L evel

The TOE ensures the isolation of domains through enforcement of a Domain Information Fow
Policy (DIFP). The DIFP defines and enforces the rules through which the TOE dlows or
disallows information flows to occur between authenticated users®  DIFP enforcement rules are
based upor/defined in terms of the following attributes:

A unique domain identification

¥ Two users may be authenticated by their respective TOEs, but are not allowed to communicate because they
are not participantsin the same domain, or there may be other restrictionsthat prevent them from
communicating., and such restrictions would be incorporated into an instance of the DIFP.
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A unique user/TOE pair identity

A unique identification for information flows in adomain

The type of information flow dlowed (e.g., send, receive)
Explicitly dlowed or prohibited information flows

Protected and unprotected information flows

The cryptography service(s) employed to protect information

Organizationa policies and operating procedures are used to establish the security context for the
definition of domains, for the dlowed and disalowed information flows in the domains, and for the
correctness of these definitions. Relevant organizationa policies must be trandated into the DIFP.
An ingance of the DIFP that is enforced by the TOE is referred to as a personality. Both the
TOE and the individua may have one or more persondities. The set of persondities associated
with the TOE or with an individud isreferred to asa profile.

The specific personality enforced by the TOE is determined by an authentication session that
edtablishes participation in one domain for the combination of the TOE and an individud. This
authentication session is referred to as Domain Participation Authentication (DPA), and this
authentication process must complete successfully before any information flow is dlowed to
occur.

The TOE enforces a persondity without regard for the configuration of the host. Theindividud is
responsible for ensuring that the host configuration is congstent with the personality enforced by
the TOE.

3.2.2 Domain Participation Authentication Policy (DPAP)

The DPA capability of the TOE employs strong authentication mechanisms to authenticate a
request for participation in adomain. Upon successful authentication for participationin a
domain, the TOE applies the persondity associated with that domain, and then alows
communication to occur with other participantsin the same domain. The TOE is capable of
associating DPA credentids, domain identifiers and DIFP enforcement rules. Each domain
identifier that requires isolation services is dso associated with at least one encryption mechanism.

A DPA decison is based upon the following criteria
The domain(s) for which the individual is authorized participation, and
The domain(s) for which the TOE is authorized participation.

The TOE/individua combination must become a participant in adomain in order to communicate
with other TOEs in that domain. Independently, the TOE and the individud may each be
authorized for participation in many domains. The combination of the TOE and the individud
defines a subset of those combinations as potential participation domains. The DPA will
authenticate the TOE/individud for actual participation in only one domain a atime,
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Domain authentication credentias are required to support DPA. These credentiads are required
for both the individua and the host component of the TOE, and are provided, in part, through
employment of hardware token technology. The TOE's credentids are uniquely associated with
the TOE by an adminigtrator during the TOE ingdlation/initidization process. The DPA
mechanism requires the individuas credentias and the TOE' s credential s to determine the domain
in which the TOE/individua combination shdl be autherticated for participation.

Once a TOE/individua combination is authenticated and granted participation in adomain, the
TOE is able to conduct steady- state security operations for the duration of that domain
participation sesson. The TOE prevents Smultaneous participation in any other domain while a
domain participation sesson isactive. Domain participation must be terminated before the
establishment of participation in anew domain. The termination of a domain participation sesson
results in the TOE, and therefore the individua, not participating in any domain. Domain
participation may be terminated by the individud (i.e., theindividua chooses to |leave the domain
or chooses to join some other domain) or by an adminigtrator. Administrator termination includes
the capability for immediate revocation of authorization to participate in adomain. In such
cases, the current domain participation sesson is terminated and the individua and/or TOE are
then prevented from future participation in that domain.

The TOE is capable of providing a human readable indication of the domaininwhichiitis
participating. Thisindication may take the form of an encoding (e.g., LED array w/octa readout),
or may take the form of aphanumeric characters (e.g., readout on Credentia Input Component).

The TOE provides atrusted path to the individua for the input of their DPA credentidls. The
trusted path is provided to the DPA mechanism through the credentid input component of the
TOE.*

3.2.3 Domain | solation

The TOE ensures domain isolation through enforcement of the DIFP that defines the dlowable
information flows for a given domain. Enforcement of the DIFP isimplemented through the
application of cryptography services that are associated with each domain definition. These
sarvices provide for data confidentidity and integrity and require instances of the TOE® at the
endpoints of each domain communication to provide the encrypt/decrypt capability of al

* There are implications to the trusted path requirement. |f kept, the TOE may not rely on the host O/Sto
provide input of credentialsto the TOE because there is no trusted path capability in the O/Sif the O/Sis
untrusted. If the O/Sistrusted, there may not be atrusted path capability. Furthermore, this profile makesthe
assumption that the host O/Sis not part of the TSF — so, any security functionality provided by the host O/S
isout of the scope of this profile—and is not evaluated. B2 required trusted path; if this product is meant to
meet B2 functionality, the trusted path must remain. If this product is primarily meant to meet B2 assurance,
then the trusted path requirement may be removed.

® The MDS PP defines the requirements for an instance of the TOE, to include the requirements for TOE-to-
TOE interaction. Although two instances of the TOE are required for communication, the TOE isnot a
distributed pair of components. The TOE is multiply instantiated in an operational environment.
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protected information flows® For protected information flows, atrusted channel is established
between the communicating TOES. An information flow between the TOES cannot occur until the
trusted channd is established. The sending TOE negotiates with the receiving TOE and reech
consensus on the specific means of communication. The sending/receiving TOES process every
packet of information thet is tranamitted between them. The sending/receiving TOES dso employ
authentication and replay servicesto further protect domain communications.

3.2.4 TOE Management

The TOE provides management capabilities to ingtadl, configure and monitor the operation of
ingtances of the TOE. These cgpabilities include the following:

DPA Management
the creation, destruction, and maintenance of DPA credentials
the crestion, maintenance and deletion of user accounts
the configuration of authentication processes
profile specification and association with individud users
DIFP Management
the definition of DIFP instances
the maintenance of persondities and profiles
Cryptographic service management
Audit Management

the management of audit trail configuration, and event collection and review
capabilities of management components

the management of the event recording configuration for user components
the management of natifications that signd potential DIFP or other defined policy
violaions.

3.3 TOEIT Environment Description

A dependency of the TOE upon security services provided by its T environment require that the
interface requirements between the TOE and the system or product which provides the services
be defined.

The TOE is envisoned to interact with two such devices: the Electronic Key Management System
(EKMS), and other instances of the TOE.

® The TOE supports a“no services” or in-the-clear communication mode whereby there are no cryptography
services applied to the information flow.
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3.3.1 EKMSInteroperability

The TOE interacts with the Electronic Key Management System that provides for the generation,
digtribution, and control of public key certificates and associated public keys intended for
cryptography-enabled services. EKMS will provide suitable ordering, validation, generation,
accounting, destruction, and compromise handling.’

3.3.2 Othe TOE Instances

The TOE requires a separate instance of the TOE to be in place to serve as an endpoint for each
protected communication path within a domain. The separate instance of the TOE meets dl the
security requirements defined and alocated to the TOE by this profile. There are no requirements
unique to that separate indance. The separate instance of the TOE is addressed in this section
only to reinforce the concept that the TOE depends upon that separate instance as a component
initsIT environment. From the perspective of one ingtance of the TOE, the other indanceisa
trusted product with which it must communicate. All the requirements for the TOE, and for its
communication with another instance of the TOE, are defined in the security functiona
requirements section.

" “Information Assurance Technical Framework,” Release 2.0.1, September 1999, I ssued by the National
Security Agency, Solution Development and Deployment, Technical Directors
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4 Security Environment
4.1 Assumptions

This section describes security agpects of the environment in which the TOE will be used or is
intended to be used. Thisincludes information about the physica, personnel, and connectivity
aspects of the environment.

A conformant TOE can only provide effective security measuresiif it isingaled and operated in a

manner thet is consstent with these assumptions. This profile contains assumptions in the
following contexts.

TOE Integration — the assumptions serve as needs levied on the non-IT environment of the
TOE for the integration of the TOE with itsnon-1T and IT environment. With respect to the
IT environment these assumptions only address the existence of capabilitiesthat the IT
environment must provide to support the TOE (e.g., The TOE obtains Directory Services
fromitsIT environment). The requirementsfor the IT environment to interface with the TOE
for the establishment of atrugt relationship and to exchange information are not assumptions
(e.g., the authentication requirements for establishment of atrust relaionship with a Directory
Server). Such requirements are defined in the section of this profile that discusses
requirements for the IT environment of the TOE.

TOE Usage — the assumptions serve to establish bounds on what is and what is not expected
of the TOE in terms of its capabilities and gppropriate or intended use.

TOE Interaction with other IT — the assumptions serve to establish bounds on the relationship
between the TOE and dements of its 1T environmen.

A.Host_Platform

The host platform does not use non-volatile storage capabilities (e.g., PROM, EEPROM, and
Hash Memory) to store domain specific information.

The scope of this assumption is the hardware and firmware thet isintegrd to the
implementation of the host. The TSF forces the hogt to trandtion through an information-
neutral sate before establishing domain participation. This information-neutral Sateis limited
in scope to volatile memory components of the host.

Persistent storage devices such as hard drives, zip drives and writegble CDs are not within
the scope of this assumption (refer to A.No_MLS Operation).

A.No_MLS Operation

It is assumed that the host O/S of the TOE does not provide information flow control capabilities,
and therefore, the TOE is not intended to operate as a multi-level security (MLS) system.
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Without an information flow control capability (e.g., the ability to enforce a Mandatory
Access Control policy), the host component O/S can not extend the domain isolation
capabilities provided by the network component to its scope of control.  In addition, the
persistent storage devices (e.g., hard drives, zip drives, writeable CD drives) are so unable

410 to provide domain isolation capability. The TOE Scope of Control (TSC) ends at the
interface to the host component O/S (i.e., where the network component interfaces with the
host component O/S).

The operationad environment has complete responsibility for ensuring the isolation of domain
information stored on the host. The environment must implement appropriate policies and
415 procedures to ensure that domain isolation principles are enforced on the host component.

Two sgnificant issues arise from this assumption:

1. Thehost component O/S may be an evauated trusted or uneval uated untrusted
product. In ether case, the O/S does not support information flow control policies.
An MDS that incorporates an ML S trusted operating system would be specified in a
420 different profile,

2. Sincethe information flow control policy to be enforced by the TOE is defined by the
organization that employs the TOE, it is possible to define adomain to include
multiple leves (i.e, System high — SECRET.) In such acase, the TSF would labd 4l
information flowsin the domain as SECRET. The host O/Swould be ungble to
425 asociate alabd with the information, therefore, al persistent storage would have to
be treated as SECRET.

A.Host_Periods Processing

Prior to joining adomain, periods processing of the host component is performed manudly by the
user of the TOE.

430 Under normd operating conditions, periods processing is initiated by the human user to
ensure sanitization of volatile host memory hardware.

A.Storage Media

Writeable storage mediais not used in amanner that alows domain information to cross domain
boundaries.

435 All storage media (floppy disks, removable harddrives, tapes, etc) is properly labeled and
handled in a manner that prevents unauthorized access to the stored data.

A.TOE_Trangparency

The TOE is trangparent to gpplication level processes. The TOE does not interface with these
processes and does not read, change the contents of, or interpret the information (i.e., the
440  payload) transmitted by application level processes.
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The TOE provides avirtua channd for information to flow between application level
processes. Since the TOE redtricts information flows to the domain in which the TOE is
participating, the TOE does not require access to the contents of the information transmitted
in order to provide and enforce secure information flows. Therefore, there is no need for
goplication level processes to be cognizant of the TOE.

A Network

The characteristics of the network(s) to which the TOE interfaces (i.e., LAN, WAN, Internet
Connectivity, local-dedicated) do not restrict TOE use.

Network topology and geographical bounds are not an issue for the operationa use of the
TOE. If such condraints do exist, any derived PP/ST must ensure that this assumption is
appropriately re-worded, removed from this profile, or augmented with additiond
assumptions that capture any congraints or restrictions on TOE use.

A.Physical_Protection

The environment is capable of physicaly protecting the TOE by sgnaing the occurrence of fire,
flood, power loss, and environmenta control failures that might adversely affect TOE operations.

The environment must provide appropriate means to ensure that notifications of such events
occur with sufficient lead-time to ensure that the TOE may be shutdown before entering a
non-secure state.

A.Crypto_Support

Cryptographic support infrastructure will be provided by procedures and mechanisms externd to
the TOE. Examples user regigtration, key issuance, directory services, and assgnment of
privileges.

4.3 Threats

This section specifies the thrests that exist in the security environment of the TOE, and that must
be countered by some combination of the TOE and its security environmen.

T.Tamper

Anindividua replaces or dters TOE components such that the DIFP is no longer enforced.
Unauthorized access to domain information or resources then occurs by that individua or by
other individuals regardless of whether or not they have been authenticated to domains.

This statement does not gpply to Type-1 cryptographic devices interfaced to the TSF.
Type-1 devices require anti-tamper as part of their certification.
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T.Audit

Accountability for security-relevant activities performed by the TOE isimpossible to ascertain
because the TOE does not:

record events pertaining to the actions of TOE users

record events pertaining to TSF actions (authentication, audit, startup/shutdown,
informetion flows)

asociate the individud, the TOE, or the individua/TOE pair with recorded events,

protect audit records from loss due to audit trail failure or due to excessive volume of
records (i.e., saturation of audit storage device)

T.Covert_Channe

An individud with accessto the TOE tranamitsinformation in a manner that is incongstent with
information flow policy viathe use of covert channels.

T.Admin

The adminigtrator performs actions that result in unauthorized access to domain information or
resources.

An adminigrator could intentionaly or unintentiondly perform or fail to perform functions,
(e.g. system configuration, perform system integrity test) that directly compromise security
objectives or change security policies enforced by the TSF.

T.Admin_Role

Anindividua obtains authorizations reserved for authenticated adminigtrators and performs
actions thet violate policy.

Anindividud may obtain privilege to perform functions that should be restricted to admin
personnel. The TOE must have appropriate functions to manage the TOE securely, and must
have necessary checksto redtrict users that are able to use those privileges.

T.Implementation

The TOE is not implemented in accordance with design specifications or contains flaws that
prevent the TOE from operating securely.

The TOE is composed on hardware, software, and firmware. Each offers potential for
incorrect implementation. Hawed code and back doors are examples of sources of potential
failure of one or more system components, thus resulting in loss of system-critica security
functiondlity.

T.Information_Flow

Anindividud with access to the network providing connectivity for TOE instancesis ableto gain
access to information flows, or is able to modify, subgtitute, or replace information flows.
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An individud may capture domain information for cryptandyss and the subsequent
unauthorized use of the deciphered information; may capture information flows and ater them
by modifying flow contents, or may make partid or complete subgtitution of the information
flow; or may interject information flowsin an effort to flood the destination TOE, to replay
previous information flows, or to masquerade as a legitimate TOE.

The scope of thisthresat is not the ability to recognize specific changes to the contents of an
insarted or subgtituted information flow, it isonly that an information flow has been subtituted
or interjected.

T.Unauthorized TOE_Access

Anindividua bypasses or defeats TOE authentication mechanisms and obtains unauthorized use
of domain information and resources.

Defesting the authentication mechanism (e.g., bypassing, subverting) may occur through
attacks such as masquerading or brute force. Thisthreat paralels the OSPs that address
authentication mechanisms and authentication credentias.

T.Domain_Isolation

Anindividua with authorized access to the TOE is able to gain unauthorized access to domain
information due to the inability of the TOE to isolate domain information.

Anindividud with authorized accessis alegitimately authenticated individud. The scope of
this threet is the inability of the TOE to properly isolate domains once the TOE/individud is
authenticated. Refer to the threat T.Unauthorized TOE_Access that addresses the threat of
an unauthorized individuad being able to obtain accessto the TOE.

T.Domain_Information Reuse

Anindividud authenticated for participation in a domain gains unauthorized access to previous
domain information. Thisis possible because resdud information from the previous domain
participation session remains available upon the establishment of the new domain participation
session.

The unauthorized access to domain information may occur because the TOE tranamits
resdud domain information without the user knowing that the transmission occurs.
T.Bridge

Anindividua authenticated for participation in one domain smultaneoudy authenticates for
participation in adifferent domain (from the same TOE) and contaminates the information in either
or both domains.

A TOE that bridges multiple domains alows smultaneous access to those domains and other
users participating in those domains may send information to the TOE that is acting asa
bridge without the user knowing whet is going on

T.TOE_Failure
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TOE falure resultsin either
the compromise of domain information such that the DIFP is not enforced,
an authorized user being denied access to domain information and resources.
T.TSF_Integrity

Corruption of the TSF resultsin the ingbility of the TSF to enforce DIFP and the inability of the
TSF to continue secure operations.

The definition of TSF includes audit, authentication, access controls, DIFP enforcement
functions.

This threat address changes to the TSF by replacement or modification. The TSF must be
able to protect itsdf to ensure its integrity.

T.TSF_Bypassability

The TSF is bypassed alowing unmediated access (i.e., unauthorized access) to domain
informetion.

This threat addresses the ability for untrusted processes or individuas to circumvent the TSF
to obtain unauthorized access to protected information and resources. The TSF isunableto
enforce the DIFP if TSF bypass attempts succeed.
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4.3 Organizational Security Policies (OSPs)

This section specifies the OSPs that must be enforced by some combination of the TOE and its
Security environmen.

P.Authentication_Credentials

Credentials used to authenticate the accessto IT systems shdl be provided to authorized
individuas and shdl be made available to the systems responsible for enforcing security policy.

This policy requires a process to define, create, and distribute DPA credentias for
authentication to those individuds thet use the services provided by the TOE. The TOE
supports this palicy through its ability to creste and manage DPA credentids and its ability to
distribute DPA credentials to instances of the TOE.

P.Strong_Authentication

All users shdl be authenticated by two-factor strong authentication mechanisms prior to being
granted access to systems and the information and resources managed by those systems.

This policy requires authentication processes to be explicitly sdected and employed. The
TOE supportsthis policy through the DPA mechanism based on hardware token technology.
Additionaly, the TOE supports this policy by requiring both the TOE and the individua to be
authenticated as a coupled pair before dlowing participation in adomain and before alowing
any information flows between the TOE and other domain participants.

P.Credential_Protection

Authentication credentids shal be protected to prevent unauthorized access, modification or
destruction.

This policy requires that dl credentids be adequately protected by theindividuasand I'T
entities that make use of those credentials. The TOE supports this policy by restricting access
to DPA credentids, by protecting the credentias as they are transmitted over the network
during the domain authentication process, and through the trusted path between the credentia
reader and other TOE components.

P.Domain_Information_Flow_Policy

A domain information flow policy shall be enforced to ensure that only the following information
flows occur:

Information flows between two TOES authenticated to the same domain

Information flows between the TOE and a non-TOE protected host. The TOE shall
be authenticated and restricted to only send/receive information flows, in-the-clear,
with non TOE hosts.
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P.Training

All users shdl be trained to understand applicable system-use policies, the proper use of systems
and the vulnerabilities inherent to those systems.

This policy ensuresthat dl users are properly instructed on policies and procedures for using
the system, aswell as, being able to acknowledge dl thresats and vulnerahilities that may
impact system processing. TOE documentation supports this policy.

P.Trusted User
All users shdl abide by designated policies and the conduct stated by those palicies.

In this context, users includes both users of systemsthat interface with the TOE, and the
adminigrators of systems that interface with the TOE in addition to the adminigtrators of the
TOE. Thispolicy covers use and adherence to policies, procedures, system, admin, and
user documentation, associated with the TOE and dl systems that interface with the TOE.

P.Palicy_Violation_Notification

Adminigrative personnd shal be notified of discrete events that may indicate a violation of
enforced palicy.

P.Cryptography

Cryptographic services that are used to ensure information confidentidity, privacy or integrity shall
meet the criteria of the appropriate robustness (strength of mechanism and assurance) based on
the vaue of information to be protected and the threat environment.
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5 Security Objectives
615 5.1 TOE Security Objectives

This sections contains the security objectives to address the assumptions and counter the threats
gated within this PP.

O.Credentials

620 The TSF shdl be capable of managing credentids that are used to support Domain Participation
Authentication and to authenticate TOE adminigrators.

Manage — Cresate, delete, modify, store, retrieve, and validate

The requirement to distribute credentials must be addressed IF it is inherent to the
implementation of the adminigration functions. Thiswill have to be addressed in the ST and
625 we have to put the pointer in the relevant assgnment and salection operations.

O.Domain_Participation_Authentication

The TSF shdl implement at least one two-factor strong authentication mechanism based upon

token technology and cryptographic servicesin support of domain participation. The TOE and

the individua must be authenticated as a coupled pair before granting participation in adomain
630 and before dlowing any information flows between the TOE and other domain participants.

O.Domain_Indication
The TSF shdl provide visble indication of active domain participation.
The indication is managed as TSF data.
The indication may be an encoding of the domain identifier or an apha-numeric readout.

635 Since the host O/Sis not part of the TSF, the indication can not be provided to the user
through the host O/S, its user interface, or through other host O/S controlled periphera
devices.

O.Audit

The TSF shdll be able to audit the eventslisted bdlow. The TSF shdl be able to associate events
640 withtheindividud and/or TOE that caused the event to occur. The TSF shdl include details
rdevant to each event and a a minimum, shdl include the date and time that the event occurred.

DPA session events (initiation/authentication, termination, etc)
Domain information flow events
DIFP palicy vidlations

645 - Adminidrative events
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O.Audit_Management

The TSF shdl provide the functions to support the adminigtrator’ s management and review of
audit events.

O.Audit_Protection

650 TheTSF shdl protect the audit trall from event loss due to audit trail failure or saturation of the
audit storage device.

O.Immediate_Violation_Notification

The TSF shdl be able to provide immediate notification to administrator personnd for the
following discrete events that indicate a violation of enforced palicy:

655  O.Cryptography

The TSF shdl interface with certified cryptographic support mechanisms that provide
cryptography services.
0.Single_ Domain

The TSF shdl prevent an individua/TOE pair from simultaneous participation in more than one
660 domain.

O.Cryptographic_Services

The TSF shdl be capable of associating and employing one or more cryptographic service with
each unique domain definition.

Cryptographic services, to include hashing, digitd sgnatures.
665 O.Information Reuse

The user, network, credentid input, and management component TSFs shall ensure that
resdua information associated with aterminated domain session is not available upon
establishmert of a new domain sesson.

O.Management

670 The TSF shdl provide functions necessary to indal, operate, and maintain TOE ingances. The
TSF shdl implement controls to ensure that these functions may be invoked only by those
individuds that have been authenticated as authorized adminigtrators of the TOE.

The TSF shdl provide, at aminimum: Audit, Authentication, DIFP definition. ..

An authorized user may obtain privilege to perform functions that should be redtricted to
675 admin personnd. The TOE must have appropriate functions to manage the TOE securely,
and must have necessary checksto restrict usersthat are able to use those privileges.

O.Trusted_Communication
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The TSF shdl establish atrusted channd between itsdf and another TOE ingtance for each
TOE-to-TOE domain information flow. The trusted channd shall be etablished viaa TOE-to-
TOE authentication session that is based upon cryptographic services.

O.Palicy_Definition

The TSF shdll provide a capability for defining persondities that are associated independently
with each individud and with each instance of the TOE. The TSF shdl be capable of grouping
personditiesinto profiles.

O.Policy_Enforcement

The TSF shdl enforce the domain information flow policy defined by the persondity thet the
individua/TOE pair is authenticated to use.

The TSF shdl explicitly prohibit:
information flows between TOEs authenticated to different domains
The TSF shdl explicitly dlow:
in-the-clear communication flows between:
1. the TOE and any host that is not protected by an instance of the TOE,
2. the TOE and other instances of the TOE

For explicitly dlowed in-the-clear communiceation, the TOE shdl be authenticated and
then redtricted to only send/receive information flows with nont TOE hosts and with other
TOE ingtances that have aso been authenticated and restricted for explicitly in-the-clear
communication.

If none of the previous conditions are met, the TSF shall mediate information flows based upon
the following attributes:

domain identification
security levels and categories (e.g. levels, categories, compartments)
dlowed/disallowed information flows within the domain
the cryptographic services and agorithms used to implement information flowsin the
domain
the cryptographic services and agorithms that are used to implement TOE-to- TOE
trust relationships

O.EKMS

The TSF shdl implement EKM S-defined requirements for secure key generation, distribution,
and trugt establishment interactions with the EKMS.

O.TSF_Implementation
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The TSF shdl be implemented in accordance with design specifications and shall be tested to
verify correct implementation.

We need EAL4 judtification to go here...
O.TSF_Protection

The TSF shdl capable of protecting itself (security functions and data) from unauthorized access
and modification.

TSF dataincludes DPA credentids, audit data, etc....

This objective covers the aspects of TSF sdf-protection (domain separation), privileged
accessto TSF functions, and privileged accessto TSF data

O.TSF_Integrity

The TSF shall be capable of demondrating the integrity of its binary image [fill-in: as provided on
storage media, when in an operationa state] as well as the correct operation of the binary image
and any hardware/firmware during [fill-in: during ingalation, power up/shutdown, initidizeation,
on-demand].

Thisistied to O.Fal_Secure.
O.TSF_Non_Bypassability
The TSF shdl be implemented to ensure that
the TSF is dwaysinvoked for each and every TSF-mediated action
no security-relevant action successfully completes unless the TSF explicitly dlowsit.
O.Fail_Secure

The TSF shdl enter a secure state such that information flows are disabled upon detection of any
condition that preventsit from continuing to operate securely.

5.2 Non-IT Environment Security Objectives

OE.Hogt_Platform

The individuals responsible for the TOE must ensure that the host platform non-volatile storage
capabilities (e.g., PROM, EEPROM, and FHlash Memory) are not modified such that they are
ableto violate the DIFP (i.e.,, no domain information is stored in these memory devices and later
accessed when domain membership changes).
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This objective applies only to the hardware and firmware that isintegra to the implementation
of the host.

OE.Host_Operation

The individuas respongible for the TOE must ensure thet the TOE is not used to support multi-
level security (MLS) operations.

OE.Policy Def & Trandation
The organization respongble for managing the TOE must ensure that
domains are properly defined (e.g., define red, blue, green)

domain information flow policies are correctly defined in accordance with the domain
definitions (e.g, define how red communicates with red, blue with blue, green with green)

domain information flow policies are correctly trandated into the DIFP. (e.g., trandate the
two preceding bullets into something the TOE understands, implements, and enforces)

Organizationa security policies for dlowed and disdlowed domain information flows form the
basis to establish the security context for the definition of domains, for the allowed and
disdlowed information flows in the domains, and for the correctness of these definitions. All
relevant organizationd policies must be trandated into the DIFP.

OE.Host_Periods Processing

The individuals responsible for the TOE must ensure that the user of the TOE performs periods
processing of the host component prior to joining adomain.

OE.Storage Media

The individuas responsible for the TOE must ensure that writeable storage mediais not used in a
manner that alows domain information to cross domain boundaries.

OE.TOE_Transparency

The developers of the TOE must ensure that the TSF is trangparent to application level
processes, and does not require any interaction with application processes to meet TOE
objectives.

OE.Network

The developers of the TOE must ensure that the TSF is not dependent upon or affected by the
characterigtics of the network(s) to which the TOE isinterfaced to meset its objectives.

OE.Physical_Protection

The individuds respongble for the TOE must ensure that the environment is cgpable of physcdly
protecting the TOE by signaling the occurrence of fire, flood, power loss, and environmental
control fallures that might adversdly affect TOE operations.

OE.Tamper_Protection
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The individuas responsible for the TOE must provide tamper detection sedls that alow authorized
personne to detect unauthorized access to physica TOE components (e.g., host workstation).

OE.Authentication_Credentials

The individuds responsible for the TOE must ensure that credentias used to support DPA are
properly defined, created, and distributed.

This gpplies to the TOE and to users of the TOE.
OE.Credential_Protection

The individuas with responsihility for the use and handling of authentication credentials must
ensure that they are protected to prevent unauthorized access.

OE.Training

Theindividuds responsble for managing and operating the TOE mugt ensure thet dl individud
users of the TOE are trained to understand applicable system-use policies, the proper use of the
TOE, and the vulnerabilities inherent to the operation of the TOE.

This policy ensuresthat dl users are properly instructed on policies and procedures for using
the system, as well as, being able to acknowledge dl thresats and vulnerahilities that may
impact system processing. TOE documentation supports this paolicy.

OE.User_Trust

The individuas responsible for managing and operating the TOE must ensure thet individua users
of the TOE understand their respongbility to comply with dl rdlevant policies.

In this context, ‘users includes both users of systems that interface with the TOE, and the
adminigrators of systems that interface with the TOE in addition to the adminigtrators of the
TOE. This policy covers use and adherence to policies, procedures, system, admin, and
user documentation, associated with the TOE and dl systems that interface with the TOE.

OE.TOE_Failure

The individuas respongble for the TOE must ensure thet failure of the TOE does not result in an
unacceptable period of denid of TOE services.

The TOE has no fault-tolerant capabilities. The operators of the TOE must be prepared to
replace the TOE should it fail, and to do so within a reasonable amount of time (i.e., perhaps
as defined by performance palicies, contracts, guidelines, etc).

5.3 IT Environment Security Objectives

OIE.EKMS

The EKMS shd| define the requirements for secure interaction with the TSF. These interface
requirements shal address.
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Egtablishment of trust
810 - Interactionsin support of key generation and didtribution
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The functiona security requirements for this PP consst of the following components from Part 2,
summarized in the following table.

Fiuinctional Class

Eiinctinnal Comnnnents

Sentritv Anidit FAU ARP.1 Security Alarms
FAU GEN.1 Audit Data Generation
FAU GEN.2 User Identity Association
FAU SAA.1 Security Audit Analysis
FAU SAR.1 Audit Review
FAU SAR.3 Selectable Audit Review
FAU SEL.1 Selective Audit
Cnimtnnranhic Q innart FCS CKM.1 Cryptoaraphic Key Generation
FCS CKM 4 Cryptoaraphic Key Destruction
FCS COP.1 Cryptoaraphic Operation
Llser Nata Pratection FDP ACC.1 Subset Access Control
FDP ACF.1 Security Attribute Based Access Control
FDP IFC.1 Subset Information Flow Control
FDP IFF.1 Simple Security Attributes
FDP RIP.1 Subset Residual |nformation Protection
| dentification and FIA ATD.1 User Attribute Definition
FIA UAU.2 User Authentication Before Any Action
FIA UAU.5 Multiple Authentication M echanisms
FIA UID.1 Timing of Identification
FIA UID.2 User Identification Before Any Action
Coni irih 7 M ananomaont EMT MSA 1 M anagement of Securitv Attributes
FMT MSA 2 Seciire Seciiritv Attribites
FMT MSA 3 Static Attribute Initialisation
FMT MTD.1 Management of TSF data
FMT REV.1 Revocation
FMT SMR.1 Security Roles
Protection of the TOF FPT ITC.1 Inter TSF Confidentiality During Transmission
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Functional Class Eunctional Comnonents
FPT RVM.1 Non-bypassability of the TSP
FPT SEP.2 SFP Domain Separation
FPT STM.1 Reliable Time Stamps
FPT TST.1 TSF Testina
TOF Accesc FTA MSC.1 Limitation on Scope of Selectable Attributes

Table 6-1. Functional Requirements

6.1.1 Security Audit (FAU)

6.1.1.1 Audit data generation (FAU_GEN.1)
The TSF shdl be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions,

b) All auditable events for the [selection: minimum, basic, detailed, not specified] leve of audit;
and

¢) [assgnment: other specifically defined auditable events].™ -S54

The TSF shdl record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity, and the outcome (success or failure)
of the event; and

b) For each audit event type, based on the auditable event definitions of the functiona
componentsincluded in the PP/ST, [assgnment: other audit relevant infor mation]™v-¢="-2

6.1.1.2 User identity association (FAU_GEN.2)

The TSF shall be able to associate each auditable event with the identity of the user that caused
the a/ent.FAU_GEN.Z.l

6.1.1.3 Audit review (FAU_SAR.1)

The TSF shdl provide [assignment: authorised users] with the capability to read [assignment: list
of audit information] from the audit records.™"-*"?**

The TSF shdl provide the audit records in a manner suitable for the user to interpret the
information.™v-54%12
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845
6.1.1.4 Restricted audit review (FAU_SAR.2)

The TSF shdl prohibit al users read access to the audit records, except those users that have
been graﬁed eprICIt read- access, FAU-SAR21

850 6.1.1.5 Selectable audit review (FAU_SAR.3)

The TSF shall provide the ability to perform [selection: searches, sorting, ordering] of audit deta
based on [assgnment: criteria with logical relations].™ 573+

6.1.1.6 Selective audit (FAU_SEL.1)

855 TheTSF shdl be able to include or exclude auditable events from the set of audited events based
on the following attributes:

a) [sdlection: object identity, user identity, subject identity, host identity, event type]
b) [assgnment: list of additional attributes that audit selectivity is based upon]./v->**

860 6.1.1.7 Potential violation analysis (FAU_SAA.1)

The TSF shdl be able to apply aset of rules in monitoring the audited events and based upon
these rulesindicate a potentia violation of the TSP

The TSF shdl enforce the following rules for monitoring audited events.

865 &) Accumulation or combination of [assgnment: subset of defined auditable events] known to
indicate a potentia security violation;

b) [assgnment: any other rules]. V54412

6.1.1.8 Security alarms (FAU_ARP.1)

870  TheTSF shdl take [assgnment: list of the least disruptive actions] upon detection of a
potential security violation, v-ARP11
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6.1.2 Cryptographic Services (FCS)

6.1.2.1 Cryptographic operation (FCS COP.1)

6.1.2.2 The TSF shall perform [assignment: list of cryptographic operations] in
accor dance with a specified cryptographic algorithm [assignment: cryptographic
algorithm] and cryptographic key sizes[assignment: cryptographic key sizes|
that meet the following: [assgnment: list of standards] F°>-“°"**

6.1.3 User Data Protection (FDP)

6.1.3.1 Subset access control (FDP_ACC.1)

The TSF shdl enforce the [assgnment: access control SFP| on [assgnment: list of subjects,
objects, and oper ations among subjects and objects covered by the SFP]. °PA<ctt

6.1.3.2 Subset access control (FDP_ACF.1)

The TSF shdl enforce the [assgnment: access control SFP] to objects based on [assignment:
security attributes, named groups of security attributes].™>A"*

The TSF shdl enforce the following rules to determine if an operation among controlled subjects
and controlled objectsis dlowed: [assgnment: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects].™>A%*2

The TSF shall explicitly authorise access of subjects to objects based on the following additional
rules: [assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects].PPA12

The TSF shdl explicitly deny access of subjects to objects based on the [assgnment: rules,
based on security attributes, that explicitly deny access of subjects to objects].™>#<"4

6.1.3.3 Subset information flow control (FDP_IFC.1)

The TSF shdl enforce the [assgnment: information flow control SFPF] on [assgnment: list of
subjects, information, and operations that cause controlled information to flow to and
from controlled subjects covered by the SFP].>>F4

6.1.3.4 Simple security attributes (FDP_IFF.1)
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The TSF shdl enforce the [assgnment: information flow control S-P] based on the following
types of subject and information security attributes. [assgnment: the minimum number and type
of security attributes]./>-™**

The TSF shdl permit an information flow between a controlled subject and controlled information
viaa controlled operation if the following rules hold: [assgnment: for each operation, the

security attribute-based relationship that must hold between subject and information
S€Curity attributes] ForIFr12

The TSF shdl enforce the [assgnment: additional information flow control SFP rules].™™™*3

The TSF shdl provide the following [assgnment: list of additional SFP capabilities]. P-4

The TSF shdl explicitly authorise an information flow based on the following rules: [assgnment:
rules, based on security attributes, that explicitly authorise information flows]. >

The TSF shdl explicitly deny an information flow based on the following rules [assgnment: rules,
based on security attributes, that explicitly deny information flows]. F-*¢

6.1.3.5 Subset resdual information protection (FDP_RIP.1)

The TSF shdl ensure that any previous information content of aresource is made unavallable
upon the [selection: allocation of the resource to, deallocation of the resource from] the
following objects: [assgnment: list of objects].™"*"*

6.1.4 Identification & Authentication (FIA)

6.1.4.1 User attribute definition (FIA_ATD.1)

The TSF shdl maintain the following list of security attributes belonging to individuad users
[assignment: list of security attributes]™A-A™11

6.1.4.2 User authentication before any action (FIA_UAU.2)

The TSF shdl require each user to be successfully authenticated before dlowing any other TSF-
mediated actions on behaf of that user. 74-%2

6.1.4.3 Multiple authentication mechanisms (FIA_UAU.5)

The TSF shdl provide [assignment: list of multiple authentication mechanisms)| to support user
authentication,™A-vAvs1
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The TSF shdl authenticate any user’s claimed identity according to the [assgnment: rules
describing how the multiple authentication mechanisms provide authentication]. #A-YA52

6.1.4.4 User identification before any action (FIA_UID.2)

940 The TSF shal require each user to identify itsalf before dlowing any other TSF-mediated
actions on behalf of that user.F*-V'°=*

945 6.1.5 Security Management (FMT)

6.1.5.1 Management of security functions behaviour (FMT_MOF.1)

The TSF shdl redtrict the ability to [sdlection: determine the behaviour of, disable, enable,
modify the behaviour of] the functions [assgnment: list of functions] to [assgnment: the

authorised identified roles] FMT-VoFL
950

6.1.5.2 Management of security attributes (FMT_MSA.1)

The TSF shdl enforce the [assgnment: access control S-P, information flow control SFP] to

redtrict the ability to [sdlection: change_default, query, modify, delete, [assgnment: other

operationsg]] the security atributes [assgnment: list of security attributes] to [assgnment: the
955  authorised identified roles]. ™™t

6.1.5.3 Secure security attributes (FMT_MSA.2)
The TSF shdl ensure that only secure values are accepted for security attributes, ™12

960 6.1.5.4 Management of TSF Data(FMT_MTD.1)

The TSF shdl redtrict the ability to [sdection: change_default, query, modify, delete, clear,
[assgnment: other operationg]] the [assgnment: list of TSF data] to [assgnment: the
authorised identified roles].™™ ™
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6.1.5.5 Revocation (FMT_REV.1)

The TSF shall restrict the ability to revoke security attributes associated with the
[selection: users, subjects, objects, other additional resources] within the TSC to
[assignment: the authorised identified roles].™™-R&v-11

The TSF shdll enforce the rules [assgnment: specification of revocation rules]. ™72

6.1.5.6 Security roles(FMT_SMR.1)
The TSF shdl maintain the roles[assgnment: the authorised identified roles].™™-SVR+1

The TSF shdl be able to associate users with roles™ ™72

6.1.6 TOE Access (FTA)

6.1.6.1 Basic limitation on multiple concurrent sessons (FTA_MCS.1)

The TSF shdll restrict the maximum number of concurrent sessons that belong to the same
UQIFFA_MCS.LI

The TSF shdl enforce, by default, alimit of [assgnment: default number] sessions per
UQIFFA_MCS.LZ

6.1.7 Protection of the TOE Security Functions (FPT)

6.1.7.1 Abstract machinetesting (FPT_AMT.1)

The TSF shdl run asuite of tests [selection: during initial start-up, periodically during normal
operation, at the request of an authorised user, other conditions] to demonstrate the correct
operation of the security assumptions provided by the abstract machine that underlies the
TSF.FPT_AMT.l.l

6.1.7.2 Failure with preservation of secure state (FPT_FLS.1)

The TSF shdll preserve a secure state when the following types of failures occur: [ assignment:
list of failuresin the TSF] .St
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6.1.7.3 Non-bypassability of the TSP (FPT_RVM.1)

The TSF shdl ensure that TSP enforcement functions are invoked and succeed before each
function within the TSC is dlowed to proceed. ™"+

6.1.7.4 SFP domain separation (FPT_SEP.2)

The unisolated portion of the TSF shal maintain a security domain for its own execution that
protects it from interference and tampering by untrusted subjects.”->">*

The TSF shall enforce separation between the security domains of subjectsin the TSC.F7-522

The TSF shdl maintain the part of the TSF related to [assgnment: list of access control and/or
information flow control SFPsg| in asecurity domain for their own execution that protects them
from interference and tampering by the remainder of the TSF and by subjects untrusted with
respect to those SFPs.F-523

6.1.7.5 Reliable time stamps (FPT_STM.1)

The TSF shdl be able to provide reliable time samps for its own use™™-=™*1

6.1.7.6 TSF testing (FPT_TST.1)

The TSF shdl run asuite of sdf tests[sdection: during initial start-up, periodically during
normal operation, at the request of the authorised user, at the conditions [assgnment:
conditions under which self test should occur] to demongtrate the correct operation of the
TSF.FPT_TST.l.l

The TSF shdll provide authorised users with the cgpability to verify the integrity of TSF
data FPT_TST.1.2

The TSF shdl provide authorised users with the capability to verify the integrity of stored TSF
executable code, 5712
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1020 6.1.8 Trust Path/Channel (FTP)

6.1.8.1 Inter-TSF trusted channd (FTP_ITC.1)

The TSF shdl provide acommunication channel between itself and aremote trusted I T product
that islogicdly distinct from other communication channels and provides assured identification of
its end points and protection of the channd data from modification or disclosure ™™+

1025 TheTSF shdl permit [selection: the TSF, the remote trusted I T product] to initiate
communication via the trusted channd . ™12

The TSF shdl initiste communication viathe trusted channdl for [assignment: list of functions for
which a trusted channel is required].”™'7**

1030 6.2 Assurance Requirements

The assurance requirements levied on the developer consist of EAL 4 augmented and are
summarized in Table 6-2.

Table 6-2. Assurance Requirements

ACM ACM_AUT.1, ACM_CAP.3, ACM_CAPA4,
ACM_SCP.2

ADO ADO DEL.2, ADO IGS.1

ADV ADV_FSP.1, ADV_FSP.2 ADV_HLD.1,

ADV_HLD.2, ADV_IMP.1, ADV_LLD.1,
ADV_RCR.1, ADV_SPM.1

AGD AGD_ADM.1AGD _USR.1

ALC ALC DVS.1,ALC LCD.1ALC TAT.1

ATE ATE_COV.2, ATE_DPT.1, ATE_FUN.1,
ATE_IND.2

AVA AVA _MSU.2, AVA_SOF.1AVA_VLA.2

1035
Table 6-2. Assurance Requirements (cont.)

6.2.1 Configuration management (ACM)

6.2.1.1 CM automation (ACM_AUT.1)
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The developer shdl useaCM system AM-AUT 240
The de/doper shdl provide aCM plm-ACM_AUTZ.ZD

The CM system shdl provide an automated means by which only authorised

changes are made to the TOE implementation representation, and to al other configuration
itG'nS.ACM*AUT'Z'lc

The CM system shall provide an automated mearns to support the generation of the
TOE.ACM*AUT'Z'ZC

The CM plan shal describe the automated tools used in the CM system,AV-AVT23¢
The CM plan shall describe how the automated tools are used in the CM system A<V-AVT24¢

The CM system shall provide an automated means to ascertain the changes between the TOE
and its preceding version.AM-AUT25C

The CM system shdl provide an automated meansto identify al other configuration itemsthat are
affected by the modification of a given configuration item,A"-AvT2¢¢

6.2.1.2 Authorisation controls (ACM_CAP.3)

The developer shal provide areference for the TOEACV-A"34P

The developer shall useaCM system.AM-AP320

The developer shdl provide CM documentation,”cM-<473

The reference for the TOE shdl be unique to each version of the TOE,A<V-cAP34¢
The TOE shdl be labelled with its reference* -7

The CM documentation shall include a configuration list and aCM plan,AM-SAP-3:3¢

The configuration list shall describe the configuration items thet comprise the TOE.AV-AP34¢

The CM documentation shall describe the method used to uniquely identify the configuration
itanSACM—CAP'3'5C

The CM system shdl uniquely identify &l configuration itemsA“"-AP26¢

The CM plan shdl describe how the CM system is used . AM-AP37¢
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The evidence shall demondirate that the CM system is operating in accordance with the CM

ACM_CAP.3.8C
plan. -

The CM documentation shal provide evidence that al configuration items have been and are
being effectively maintained under the CM system,ACM-caP3sc

The CM system shadl provide measures such that only authorised changes are made to the
configuretion itemgAeM-APs10c

6.2.1.3 Generation support and acceptance procedures (ACM_CAP.4)

The developer shdl provide areference for the TOE.A<V-A"41P

The developer shal useaCM system,AM-cAP420

The developer shal provide CM documentation. -4+

The reference for the TOE shdl be unique to each version of the TOE.AM-<A44¢

The TOE shall be labelled with its reference.A™M-“AP4%

The CM documentation shal include a configuration list, aCM plan, and an acceptance

d a-LACM_CAPABC
The configuration list shal describe the configuration items that comprise the TOE.AV-AP44¢

The CM documentation shall describe the method used to uniqudly identify the configuration
ithCM_CAPA.sC

The CM system shdl uniquely identify al configuration items”<¥-AP4¢¢
The CM plan shdl describe how the CM system is used . AM-cAP47¢

The evidence shal demondrate that the CM system is operating in accordance with the CM

pl mACM_CA P.4.8C

The CM documentation shal provide evidence that al configuration items have been and are
being effectively maintained under the CM system,AcM-cApasc

The CM system shall provide measures such that only authorised changes are made to the
confi gurati ON items ACM-CAP410C

The CM system sha| support the generation of the TOE.A®M-AP44¢
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The acceptance plan shal describe the procedures used to accept modified or newly created
configurationitems as part of the TOE.ACM-“AP4.12¢

1095
6.2.1.4 Problem tracking CM cover age

The developer shdl provide CM documentation,*“"-5-72°

The CM documentation shal show that the CM system, as a minimum, tracks the following: the
TOE implementation representation, design documentation, test documentation, user
1100  documentation, administrator documentation, CM documentation, and security flawsA-S21¢

The CM documentation shdl describe how configuration items are tracked by the CM
Wge‘n.ACM_SCP.Z.ZC

6.2.2 Delivery and operation (ADO)

1105 6.2.2.1 Deletion of modification (ADO_DEL .2)
The developer shal document procedures for delivery of the TOE or parts of it to the

ADO_DEL 2.1D
user.” -

The developer shal use the delivery proceduresAPo-Pe-220

The ddivery documentation shall describe all procedures that are necessary to maintain security
1110  when distributing versions of the TOE to a user’s site.Po-P5-21¢

The delivery documentation shall describe how the various procedures and technical measures
provide for the detection of modifications, or any discrepancy between the developer’ s master
copy and the version received at the user SiteAPO-PE-22¢

The ddivery documentation shall describe how the various procedures alow detection of
1115  attempts to masquerade as the developer, even in cases in which the developer has sent nothing
to the user’ s SiteAPe-PE-23¢

6.2.2.2 Ingallation, generation, and start-up (ADO_IGS.1)

The developer shal document procedures necessary for the secure ingtalation, generation, and
1120  start-up of the TOE.APC-/Gs110

The documentation shall describe the steps necessary for secure installation, generation, and start-
up of the TOE.APo-estic
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6.2.3 Development (ADV)

1125 6.2.3.1 Informal functional specification
The developer shdl provide a functional specification.*?Y-""++°

The functiond specification shal describe the TSF and its externd interfaces usng an informal
gyl eADV_FSP.l.lC

The functiond specification shdl be internaly consstent.A®V-"+2¢

1130  Thefunctiond specification shdl describe the purpose and method of use of al externd TSF
interfaces, providing details of effects, exceptions and error messages, as gppropriate./°v-r-%

The functional specification shal completely represent the TSFAPY-F44
6.2.3.2 Fully defined external interfaces
1135 Thedeveloper shdl provide afunctiona specification."®'-F"21°

The functiond specification shal describe the TSF and its externd interfaces usng an informal
gyl eADV_FSP.Z.lC

The functiond specification shdl be interndly conggtent.A®V-s"22¢

The functional specification shall describe the purpose and method of use of all external TSF
1140 interfaces, providing complete details of al effects, exceptions and error messages.”°V-F"+¢

The functiond specification shall completely represent the TSFAPY-FsP24

The functiond specification shdl include rationde that the TSF is completdy
reprmlted.AD"fSP'z'sc

1145  6.2.3.3 Security enforcing high-level design (ADV_HLD.2)
The developer shdl provide the high-level design of the TSFAY-P240
The presentation of the high-level design shdl be informal A2V-H-024¢
The high-level design shdl be interndly conggtent.Pv-+-022¢

The high-level design shdll describe the structure of the TSF in terms of subsystemsAPY-H-p23¢
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The high-level design shall describe the security functionality provided by each subsystem of the
T$.ADV7HLD.Z.4C

The high-level design shal identify any underlying hardware, firmware, and/or software required by
the TSF with a presentation of the functions provided by the supporting protection mechanisms
implemented in that hardware, firmware, or software.*°¥--°#%¢

The high+level desgn shdll identify al interfaces to the subsystems of the TSFAPY-H-b-25¢

The high-level design shall identify which of the interfaces to the subsystems of the TSF are
externaly visibleAPv-H-p27¢

The high-level design shdl describe the purpose and method of use of dl interfaces to the
subsystems of the TSF, providing details of effects, exceptions and error messages, as
appropn ae.ADV_HLD.Z.SC

The high-level design shdl describe the separation of the TOE into TSP-enforcing and other
waSHnSADV_HLD.Z.QC

6.2.3.4 Subset of the implementation of the TSF (ADV_IMP.1)

The developer shdl provide the implementation representation for a selected subset of the
TSF.ADV_IMP.I.lD

The implementation representation shal unambiguoudy define the TSFto alevd of detall such
that the TSF can be generated without further design decisionsAPY-VP11¢

The implementation representation shall be internally consistent.®Y-M"+2¢

6.2.3.5 Descriptive low-level design (ADV_LLD.1)

The developer shall provide the low-level design of the TSFAPY-+-P410
The presentation of the low-level desgn shdll be informal .A°v-+0-41¢

The low-level design shdl be interndly consistent.A°Y-++0+2

The low-level design shdl describe the TSF in terms of modulesA?Y-+-°+3¢
The low-level design shall describe the purpose of each module?Y-++0+4

The low-level design shll define the interrelationships between the modulesin terms of provided
security functiondity and dependencies on other modulesAY-+->+%¢
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The low-level design shall describe how each TSP-enforcing function is provided.A?Y-+-P4%
The low-levd design shdl identify al interfaces to the modules of the TSFAPY--P17¢

The low-level design shdl identify which of the interfaces to the modules of the TSF are externdly
Vis'bleADV_LLD.l.SC

The low-level design shdl describe the purpose and method of use of dl interfaces to the modules
of the TSF, providing details of effects, exceptions and error messages, as
appropri ate.ADV—LLD'l'QC

The low-level design shal describe the separation of the TOE into TSP-enforcing and other
modul esAPV-LtLo-110c

6.2.3.6 Informal correspondence demonstration

The developer shall provide an analysis of correspondence between all adjacent pairs of TSF
representations that are provided.*°v-"*+1°

For each adjacent pair of provided TSF representations, the andysis shal demondtrate that all
relevant security functiondity of the more abstract TSF representation is correctly and completely
refined in the less abstract TSF representation.PV-FR+1¢

6.2.3.7 Informal TOE security policy model

The developer shdl provide a TSP modd .A?V-5™41°

The developer shall demondtrate correspondence between the functional specification and the
Tg) m(xjd .ADV_SPM.1.2D

The TSP modd shdl be informal APY-S11¢

The TSP mode shal describe the rules and characterigtics of dl policies of the TSP that can be
modd aiADV_SPM.l.ZC

The TSP mode shdl include arationale that demonstrates thet it is consistent and complete with
respect to all policies of the TSP that can be modeled.*?Y-4*¢

The demongtration of correspondence between the TSP model and the functiona specification
shdl show that dl of the security functions in the functiona specification are consstent and
complete with repect to the TSP modd .APY-S14¢
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6.2.4 Guidance document

6.2.4.1 Adminigtrator guidance (AGD_FSP.1)
The developer shdl provide adminigtrator guidance addressed to system administrative
mwnnd .AGD_ADM.l.lD

The administrator guidance shal describe the administrative functions and interfaces available to
the administrator of the TOE.AeP-AbM.11¢

The adminigtrator guidance shdl describe how to adminigter the TOE in asecure
manner.AGD—ADM .1.2C

The adminigrator guidance shdl contain warnings about functions and privileges that should be
controlled in a secure processing environment.A°-AoM +3¢

The adminigtrator guidance shall describe dl assumptions regarding user behaviour thet are
relevant to secure opgati on of the TOE.AGP-ADM.L4C

The adminigtrator guidance shdl describe dl security parameters under the control of the
adminigirator, indiceting secure values as appropriate.”¢>-AoM ¢

The adminigtrator guidance shall describe each type of security-relevant event relative to the
adminigrative functions that need to be performed, including changing the security characterigtics
of entities under the control of the TSF.AP-APM ¢

The adminigtrator guidance shal be consistent with al other documentation supplied for
evaluation,AeP-APM.17C

The adminigtrator guidance shall describe al security requirements for the IT environment thet are
rdevant to the administrator AGP-APM-18¢

6.2.4.2 User guidance (AGD_USR.1)
The developer shdl provide user guidance*P-V+1°

The user guidance shall describe the functions and interfaces available to the non-administrative
users of the TOE.AGP-UsR11C

The user guidance shdl describe the use of user-accessible security functions provided by the
TOE.AGD_USR.I.ZC

The user guidance shdl contain warnings about user-accessible functions and privileges that
should be controlled in a secure processing environment.*e-Ys4%

45 draft MDS Sep 12.doc

UNCLASSFIED



1240

1245

1250

1255

1260

1265

UNCLASSFIED

The user guidance shall clearly present dl user responsihilities necessary for secure operation of
the TOE, including those related to assumptions regarding user behaviour found in the statement
of TOE security environment.A¢P-Vsr4

The user guidance shal be consistent with al other documentation supplied for
avauation,AeP-Usr15¢

The user guidance shall describe dl security requirements for the IT environment that are relevant
to the usar AGP-YSR16C

6.2.5 Life cycle support (ALC)

6.2.5.1 Identification of security measures (ALC_DVS.1)
The developer shall produce development security documentation.*-c->¥524°

The development security documentation shall describe dl the physicd,procedurd, personnd,
and other security mesasures that are necessary to protect the confidentiality and integrity of the
TOE design and implementation in its development environment.A-c-PVS21¢

The development security documentation shall provide evidence that these security measures are
followed during the development and maintenance of the TOEA-<-PVs22¢

The evidence shdll justify that the security measures provide the necessary level of protection to
maintain the confidentiaity and integrity of the TOEA-*-Pvs2%¢

6.2.5.2 Life cycle definition (ALC_LCD.1)

The developer shall establish alife-cycle mode to be used in the development and maintenance of
the TOE ALC-Lcp 110

The developer shdl provide life-cycle definition documentation.A-<-+<°+2

The life-cycle definition documentation shal describe the modd used to develop and maintain the
TOE.ALC_LCD':LIC

Thelife-cycle mode shdl provide for the necessary control over the development and
maintenance of the TOE.ALc-Lcp-12¢

6.2.5.3 Well-defines development tools (ALC_TAT.1)
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The developer shdl identify the development tools being used for the TOE.A-<-T++°

The developer shdl document the sdected implementati on-dependent options of the devel opment
tOOI SALCﬁTAT.l.ZD

All development tools used for implementation shal be well-defined -7+

The documentation of the development tools shal unambiguoudy define the meaning of dl
datements used in the |mp| ementation,ALC_TAT-L2¢

The documentation of the development tools shal unambiguoudy define the meaning of dl
implementation-dependent options.t -1+

6.2.6 Tests (ATE)

6.2.6.1 Analysis of coverage (ATE_COV.2)
The developer shdl provide an andlys's of the test coverage™<°V>1°

The analysis of the test coverage shall demonstrate the correspondence between the tests identified
in the test documentation and the TSF as described in the functional specification.* TV #1¢

The andysis of the test coverage shal demondtrate that the correspondence between the TSF as
described in the functiona specification and the tests identified in the test documentation is
Compl ae.ATE_COVAZAZC

6.2.6.2 Testing: high-level design (ATE_DPT.1)
The developer shall provide the andlysis of the depth of testing.A™->""+°

The depth andyss shdl demondtrate thet the tests identified in the test documentation are
sufficient to demondrate that the TSF operates in accordance with its high-level design.

6.2.6.3 Functional Testing (ATE_FUN.1)
The developer shdl test the TSF and document the resultsA™=-FN 40

The developer shal provide test documentation.” TN+

The test documentation shall consist of test plans, test procedure descriptions, expected test
results and actual test resultsATE-FUN-11C
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The test plans shdl identify the security functions to be tested and describe the god of the teststo
be pe’formaiATE_FUN'l‘ZC

The test procedure descriptions shall identify the tests to be performed and describe the scenarios
for testing each security function. These scenarios shdl include any ordering dependencies on the
results of other tests”™s-N1%¢

The expected test results shall show the anticipated outputs from a successful execution of the
taS.ATE’FUN'lAC

The test results from the devel oper execution of the tests shal demonstrate that each tested
security function behaved as specified A T=-FUN+5¢

6.2.6.6 Independent testing - sample (ATE_IND.2)
The developer shdl provide the TOE for testing.A™-No-21°
The TOE shdl be suitable for testing.*™">>1¢

The developer shdl provide an equivaent set of resources to those that were
used in the developer’ s functiond testing of the TSFATNP22¢

6.2.7 Vulnerability assessment (AVA)

6.2.7.1 Validation of analysis (AVA_MSU.2)
The developer shall provide guidance documentation.”VA-Ms 212

The developer shal document an analysis of the guidance documentation.”"#-"s-22

The guidance documentation shdl identify al possible modes of operation of the TOE (including
operation following falure or operationd error), their consequences and implications for
maintaining secure operation.”vA-MU21¢

The guidance documentation shal be complete, clear, consstent and reasonable. -2
The guidance documentation shall list al assumptions about the intended environment.*A-MsV2%

The guidance documentation shdl list dl requirements for externa security measures (including
externa procedural, physical and personnel controls).AvA-Mv24

The andys's documentation shal demondrate that the guidance documentation is
Compl de.AVA_M SuU.25C
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1325
6.2.7.2 Strength of TOE security function evaluation
The developer shdl perform a strength of TOE security function andysis for each mechanism

identified in the ST as having a strength of TOE security function claim.AYA-5o744°

For each mechanism with a strength of TOE security function claim the strength of TOE security
1330  function andyss shdl show that it meets or exceeds the minimum srength level defined in the
PP/S‘I"AVA_SOF.l.lc

For each mechanism with a specific strength of TOE security function claim the strength of TOE
security function analysis shal show that it meets or exceeds the specific strength of function
metric defined in the PP/ST . AVA-SoR12C

1335
6.2.7.3 Developer vulnerability analysis(AVA_VLA.1)

The developer shdl perform and document an andysis of the TOE deliverables searching for
obvious ways in which auser can violate the TSPAVA-V-ALIP

The developer shal document the disposition of obvious vulnerabilitiesYA-Y+4+20

1340  The documentation shdl show, for dl identified vulnerabilities, that the vulnerability cannot be
exploited in the intended environment for the TOE.AVA-VtA 1€
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7 Rationale

This section provides the rationde for the selection, creation, and use of the security policies,
threats, objectives, and functiona requirements components

1345 7.1 Security Objectives Rationale

The god of this section is to demondirate that the objectives of this PP are sufficient to counter the
identified threats and supports the identified assumptions. Table 7.1 provides asummary
mapping of threats, assumptions and the objectives.

Assumptions Objectives

A.Host_Platform OE.Host_Patform

A.No MLS Operation OE.Host_Operation

A.Authentication Token OE.Authentication_Token

A.TOE_Transparency OE.TOE_Transparency

A.Network OE.Network

A.Physica_Protection OE.Physical_Protection

Threst Objectives

T.Admin O.Audit, O.Audit_Management, O.Management,
OE.Usr_Trug, OE.Training

T.Admin Role O.Management, O.Single Factor Authentication, O.Audit

T.Domain_|solation 0.Single Domain, O.Information_|solation,
O.Cryptographic_Services, O.Information_Reuse,
O.Periods Processing,O.Policy Enforcement

T.Implementation O.TSF_Implementation

T.Information_Fow O.Cryptography, O.Trusted Communication,
O.Cryptographic_Services, O.Information_|solation

T.TOE Falure O.Fail_Secure

T.TSF Bypassibility O.TSF_Non Bypassahility

T.TSF Integrity O.TSF Integrity, O.TSF _Protection
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T.Unauthorized TOE Access

O.Domain Participation Authentication

T.Untrusted Communication

O.Trusted Communiceation

OSP

Objectives

P.Authentication Credentids

O.Credentids, OE.Autentication_Credentids

P.Policy_Violaion Alert

O.Audit, O.Audit_Management,
O.Audit_Review_Noatification,
O.Immediate Violaion Noatification

P.Strong_Authentication O.Domain_Participation Authentication
P.Training OE.Traning

P.Trusted User OE.Trusted User

P.Cryptography O.Cryptographic_Services, O.Cryptography

P.Credentia_Protection

O.TSF_Protection, OE_Credential_Protection

Table7-1. Security Environment-to-Security Objective M apping

7.1.1 Threats

T.Admin

Thisthreat is addressed by the following objectives:

O.Audit

This objective counters T.Admin by requiring the TOE to be able to record security events
performed by adminigtrators; to associate the identity of the individua that operates as an
administrator with each event recorded; and to record sufficient information to support

follow-up action.

O.Audit_Management

This objective counters T.Admin by requiring the TOE to implement a capabiility to review the
audit trail for events created by administrators.

O.Management

This objective counters T.Admin by requiring the TOE be capable of configuring the audit
trail to record the security relevant events performed by administrators.

OE.User_Trust
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This objective counters T.Admin by requiring administrators to be made aware of their
respong bilities as administrators and to properly manage/configure/operate the TOE in
accordance with policy/procedures.

1375 OE.Traning

This objective counters T.Admin by requiring administrators to be trained in the proper use
and operation of the TOE and to understand their responsibilities as administrators and to
properly manage/configure/operate the TOE in accordance with policy/procedures

T.Admin_Role
1380 Thisthresat is addressed by the following objectives:
O.Management

This objective counters T.Admin_Role by requiring the TOE to have functions that may be
invoked only by individuas with appropriate adminigtrative authorizations.

1385 0.Single Factor Authentication

This objective counters T.Admin_Role by providing an authentication mechanism that
authenticated individuals as authorized adminigtrators. The mechanism then provides these
individuas the authorizations required to invoke adminidrative functions.

1390

T.Domain_Isolation
This threet is addressed by the following objectives:
0O.Sngle Domain

This objective counters the Bridge aspect of T.Domain_|solation by preventing the TOE/user
par from smultaneous participation in more than one domain & atime.

1395

O.Information_Isolation

1400
This objective counters T.Domain_Isolation by implementing and enforcing the DIFP
informetion flow control policy. The DIFP establishes the criteriafor dlowed and disalowed
information flows and the TSF enforces the criteriaon adomain by domain basis.

1405 O.Cryptographic_Services

This objective counters the Cryptography of T.Domain_Isolation by invoking the correct
cryptographic service as defined by the DIFP.

1410 O.Information_Reuse
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This objective counters the object reuse aspect of T.Domain_Isolation by requiring al
components except for the host component to ensure that the residua domain informeation
content contained in an alocated storage location is not available after domain sesson
changes.

O.Periods_Processing

This objective counters T.Domain_|solation by ensuring that within the TOE host component
volatile hardwareffirmware, resdud information associated with a terminated domain sesson
is not available upon establishment of a new domain session.

O.Policy_Enforcement

This objective counters the T.Domain_Isolation by requiring persondities to be defined for
individuds and for each TOE ingtance, and by defining an information flow control policy that
Is associated with an individud/TOE pair through their respective persondities, and through
the enforcement of the DIFP sdlected by the individua once they are authenticated. The
Policy Enforcement aspect of T.Domain_|solation is countered by ensuring that the criteria
for unauthorized information flows is defined and enforced.

T.Implementation

Thisthreet is countered by the following objectives:
O.Implementation

This objective counters T.Implementation by requiring that design documentation be
developed in accordance with the requirements of the EAL4 ADV components; that
testing be accomplished in accordance with EAL4 ATE components, and that misuse and
vulnerability assrance is obtained viathe EAL4 AVA components.

T.Information_Flow
Thisthreet is countered by the following objectives:

O.Cryptography

O.Cryptography counter T.Information_FHow as sated in the following discusson. The
objective counter the Intercept aspect of T.Information_Fow not by preventing intercept of
information flow, but by requiring sufficiently strong encryption to minimize the likelihood that
any intercepted information may be deciphered and utilized.

The objective counter the Substitution aspect of T.Information_Flow by providing integrity
services that make it possible for the receiver of an information flow to determine that a
received information flow has been modified subsequent to its transmission by the sender.
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The objective counter the Interject aspect of T.Information Flow by providing cryptographic
sarvices that support alowing the sending and receiving TSFs of an information flow to
edablish amutud trust relaionship prior to initiating any information flow between them.

O.Trusted Communication

This objective counters the Interject agpect of T.Information_FHow by requiring that mutual
authentication between two communicating TOES occur prior to any information flow
occurring between the TOES. The mutua authentication is based upon cryptographic
services to minimize the likdihood that an untrusted device is able to communicate with the
TOE.

O.Cryptographic_Services

This objectives counters T.Information _Flow by requiring the TOE to be able to associate
and employ the gppropriate mechanisms as specified by the DIFP.

O.Information_Isolation

This objective counters T.Information_How by implementing and enforcing the DIFP
information flow control policy. The DIFP establishes the criteriafor establishing the trust

rel ationship between two communicating TOE instances as well asthe criteriafor dlowing
and implementing information flows. The TSF enforces these criteria for every TOE-to-TOE
communication sesson.

T.TOE_Failure

Thisthreat is addressed by the following objectives:

O.Fal_Secure

This objective counter T.TOE_Failure by requiring the TSF to fail securely such that
information flows are disabled upon detection of any condition that would prevent the TOE
from functioning properly.

T.TSF_Bypassbility

Thisthresat is addressed by the following objectives:

O.TSF_Non_Bypassahility

If the TSF can be bypassed, then (unauthorized) access to protected objects and resources
may occur despite the correct design and implementation of the policy enforcement aspects of
the TSF. Thisobjective counters T.TSF_Bypassihility by requiring the TSF to dways be
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invoked and for the TSF to succeed (i.e. return agrant/alow decision) for each event that
requires TSFmediaion.

T.TSF_Intensity
1495  Thisthreat is addressed by the following objectives:

O.TSF_Intensity

This objective counters T.TSF_Integrity by requiring the TSF to incorporate self-test and
other diagnostic mechanisms capable of detecting any change or dteration to the TSF, such

that the TOE may be halted to prevent continued operation in a potentially unsecure Stete.
1500

O.TSF_Protection

This objectives counters T.TSF_Integrity by requiring the TSF to be designed and
implemented to protect itself from access by untrusted individuas and processes.

1505 T.Unauthorized TOE_Access
This threet is addressed by the following objectives:

O.Domain_Participation_Authentication

This objective counters T.Unauthorized TOE_Access by requiring the TOE to employ two-
factor strong authentication mechanisms as the basis for authenticating the clamed identity of

1510 individuas wishing to participate in adomain. In addition, this objective requires that the
individua user/TOE pair be afactor in the domain participation authentication to ensure they
are both authorized to join the requested domain.

T.Untrusted_Communication
1515 Thisthresat is addressed by the following objectives:

O.Trusted Communication

This objective counters T.Untrusted Communication by requiring each TOE-to-TOE domain
communication to be based upon a TOE-to- TOE mutualy authenticated trust relationship.
Thistrugt rdationship must be established prior to alowing information flows to occur

1520 between two instances of the TOE.

7.1.2 Organisational Security Policies (OSPs)
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P.Authentication_Credentials

This policy is addressed by the following objectives:

1525
O.Credentias
This objective enforces P.Authentication_Credentias by requiring the TOE to have the
capability of managing the credentias used to authenticate discrete TOE instances, to
1530 establish TOE-to- TOE trudt relationships, and to authenticate individuad TOE users and

adminigrators.
OE.Authentication Credentids

This objective enforces P.Authentication_Credentids by requiring that the organization with
respong bility for employing the TOE establish the gppropriate procedures and mechanismsto

1535 develop, digtribute, and control the authentication credentias used by the TOE and individua
users and adminigtrators of the TOE

P.Policy_Violation_Alert

This policy is addressed by the following objectives:
O.Audit

1540 This objective enforces P.Policy_Violation Alert by requiring the TOE to have the capabilility
to record dl violations of enforced policies performed by the user and/or administrators.

O.Audit_Management

1545 This objective enforces P.Policy_Violation_Alert by requiring the TOE to have the capability
to review the audit trail for events created by adminigtrators.

O.Audit_Review_Notification

This objective enforces P.Policy _Violation Alert by requiring the TOE to have the capability
to provide notification to the gppropriate adminigtrative personnd of review violations of
1550 enforced policy detected during the review of the auditable events creeted.

O.Immediate Violation Notification

This objective enforces P.Policy _Violation Alert by requiring the TOE to have the capability
to provide immediate notification of aviolation of enforced policy of to the adminigtrative
personndl.

1555 P.Strong_Authentication
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This policy is addressed by the following objectives:
O.Domain_Participation Authentication

This objective enforces P.Strong_Authentication by requiring the TOE to employ at least one
two-factor strong authentication mechanism as the basis for authenticating the claimed identity
of individuas wishing to participate in adomain.

P.Training

Thispolicy is addressed by the following objectives:
OE.Traning

This objective enforces P.Training by ensuring that al users are properly indructed on policies
and procedures for using the system, as well as, being able to acknowledge dl threats and
vulnerabilities that may impact system processing

P.Trusted User

OE.Trusted User

This objective enforces P.Trusted User by ensuring that the dl trusted users adherence to
policies, procedures, system, admin, and user documentation, associated with the TOE and
al sysemsthat interface with the TOE.

P.Crypography

This policy is addressed by the following objectives:
O.Cryptographic_Services

This objective enforces P.Cryptography by requiring the TSF to be able to maintain
gppropriate information to correctly correlate and employ cryptographic services as specified

by goveming policy.

O.Cryptography
This objective enforces P.Cryptography by requiring the TSF to interface with accredited
cryptographic services and to employ these services as specified by governing policy.

P.Credential_Protection

O.TSF_Protection
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This objective enforces P.Credentia_Protection by requiring the TSF to implement
protections to prevent unauthorized access to authentication credentials while they are within
the scope of control of the TSF.

OE_Credential_Protection

This objective enforces P.Credentia_Protection by requiring individua users and
adminigrators of the TOE to protect authentication credentias to prevent unauthorized access
while they arein their possession.

7.2  Security Functional Requirement Rationale

Thegod of this section isto demondtrate that the objectives of this PP are addressed by the
functional and assurance requirement components. Table 7-2 summaries how each functiond and
assurance requirement serves to address the objective of this profile.

Objectives Requirements

TOE Security Objectives

O.Audit FAU_GEN.1.1, FAU_GEN.1.2, FAU_GEN.2.1,

FPT_STM.1.1, FIA_UID.1.1

FAU_SAR.1.1, FAU_SAR.1.2,
FAU_SAR3.1, FAU_SEL.1.1, FMT_MTD.1.1

O.Audit_ Management

O.Audit_Protection FAU_SAR.2.1,

O.Audit Review Notification FAU_SAA.11 FAU_SAA.12 FAU_ARP.11

FAU SAR.22, FMT_MSA.1.1, FMT_MSA.1.2,
FMT_MTD.1.1 (these are questionable)

O.Credentia
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O.Cryptographic_Services FCS COP.1.1; FCS CKM.1.1, FCS CKM .4.1,
FMT_MSA.2, FMT_MSA.3.1

O.Domain Isolation TDB

O.Domain_Participation FIA_UAUL.1, FIA_UAUL5.2, FIA_UID.2.1

Authentication

O.Fail_Secure TDB

O.Immediate Violation FAU SAA.11 FAU SAA.1.2 FAU ARP.1.1

Notification

O.Information_Isolation FDP_IFC.1.1; FDP_IFF.1.1; FDP_IFF.1.2,
FDP_IFF.1.3, FDP_IFF.1.4, FDP_IFF.1.5,
FDP_IFF.1.6

O.Information_Reuse FDP_RIP.1.1

O.Management HA UAU.21, FMT REV.11; FMT _REV.1.2,

FMT_SMR.1.1, FMT_SMR.1.2

O.Policy_Enforcement FDP _ACC.1.1, FDP ACF.1.1, FDP_ACF.1.2,
FDP ACF.1.3, FDP_ACF.1.4, FMT_MSA.3.1,
FDP IFC.1.1, FDP IFF.1.1; FDP IFF.1.2,
FDP_|FF.1.3, FDP_IFF.1.4, FDP |FF.15

FDP_IFF.1.6
0.Single Domain FIA_UAUS5.1, FIA_UAU5.2, FTA_MCS.1,1,
FT1 MCS.1.2
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0O.Single Factor TBD

Authentication

O.Trusted_Communication FPT ITC.1.1, FTP ITC.12, FTP ITC.1.3

O.TSF_Implementation Assurance Requirements.

O.TSF_Integrity FPT_AMT.1.1, FPT_TST.1.1, FPT_TST.1.2,
FPT_TST.1.3

O.TSF_Non_Bypassability FPT_RVM.1.1

O.TSF_Protection FAU SAR.2.2, FMT _MSA.11, FMT MSA.1.2,
FMT_MTD.1.1, FPT_SEP.2.1, FPT_SEP.2.2,
FPT_SEP.2.3

O.Typel_Cryptography FCS COP.1.1, FCS CKM.1.1, FCS CKM.4.1,
FMT_MSA.2

O.Type2_Cryptography FCS COP.1.1, FCS CKM.1.1, FCS CKM.4.1,
FMT MSA.2

Assurance Reguirements

Security Objectives ACM_AUT.1, ACM_CAP4, ACM_SCP.2,
ADO DEL.2, ADO IGS.1, ADV_FSP.2,
ADV_HLD.2, ADV_IMP.1, ADV_LLD.],
ADV_RCR.1, ADV_SPM.1, AGD_ADM.1
AGD_USR.1,ALC DVS1,ALC LCD.1
ALC TAT.1, ATE_COV.2, ATE_DPT.1
ATE FUN.1, ATE_IND.2, AVA_MSU.2
AVA SOF.1, AVAVLA.2

1600
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Appendix A. Concept of Operation

Appendix A is provided to reiterate the essentia functiondity of the TOE, using smplidtic
techniques adapted from the “Use Casg’ fegture of the “Unified Modding Language (UML).”
This gppendix may be omitted by those individuas who have afirm understanding of the concepts
addressed within the MDS PP. 1t may be useful to others who may want to present these
functiond cgpabilities of the TOE via high levd abgractionsin briefings.

A.l Objectsin TOE Operational Environment
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Figure A-1: Objectsin TOE Operational Environment.

Figure A-1 introduces dl of the types of symbology used in figures of this sub-section to depict
particular operationa scenarios of the TOE.

A.11 TOE

Recdl that the TOE consgts of the following abstract components:

61 draft MDS_Sep 12.doc

UNCLASSFIED



1615

1620

1625

1630

1635

1640

UNCLASSFIED

Host Component;

Network Interface Component;
User Component;
Management Component; and
Credentia Input Component.

Instances of the TOE are indicated by rectangles with concentric borders. Though the instances
of the TOE are dl identicdl, they are captioned differently in the figure to distinguish between three
gpplications/ roles of the TOE:

User Workstation — may be used by one or more personnd, one a atime.

Server -- may function as afile server, host aweb server, etc., aswell as drive shared
periphera devices.

TOE Management — may be either static and centralized (as shown), decentrdized, or
dynamicaly assgned.

TOE Management is shown here as a TOE dedicated to centraized management.  Thisroll may
instead be digtributed over multiple instances of the TOE, and thus not involve a particular
Management TOE.

A.12 Token

The Token isthe only part (not component) of the TOE which is shown outside the TOE
rectangle, since it isissued to and associated with a particular User or Adminigtrator, and these
personnel are indeed mobile.

A.1.3 Domains

Three representative domains are depicted, namely Domain “A”, Domain “B”, and the “Non
TOE Protected (NTP)” Domain. Workgtations, servers, instances of the TOE, periphera
devices, and personnel operating in each particular domain are enclosed by arectangular border
decorated with a distinctive modul ation dedicated to the domain.

A.1.4 Network Cloud

The network cloud represents alogicaly contiguous networking topology that may range from a
sngle LAN segment to multiple LANS connected viaa WAN. It may include wired, fiber optic,
radio, and opticd links. No physica protection of these communications paths is assumed.

A.1.5 Communications
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Modulated lines with double arrowheads, which pass through the network cloud, are used to
indicate communications. The heavy dotted linesin Figure A- 1 represent TSF management
communications between each powered-up instance of the TOE and the TOE Management
component. These communications are used for services such as Audit Collection and TOE
hedlth monitoring. To reduce clutter, they are not shown on the operationd scenarios, though
they continue to exist. Note that their decorative modulation corresponds to the modulation in the
border around the “Management TOE.” Likewise, the communications of the Non-TOE
Protected workstations and server are modulated like the border of their specia domain. This
convention will dso be usad for Domain “A” and for Domain “B” communications.

A.1.6 Personnd

Both User Personnd and Administrative Personnd are depicted wearing nice tee shirts
proclaiming their roles. These tee shirts are a step up from the UML stick man convention. This
diagram showsthem & al the placesin which they will perform their roles.

A.1.7 Peripheral Devices & Network Devices

Printers, scanners, and smilar devices are depicted as driven from “ Server TOE” instances, or by
Non-TOE Protected Servers. Since the TOE incorporates a Host Component, per this profile,
devices such as network printers are not addressed.

A.2 TOE Deployment and Initialization
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Figure A-2: TOE Deployment and Initialization.

Figure A-2 depicts the deployment and initidization of TOES on an dready existing network.

1665 Usarsand adminigtrative personne dready using the pre-exigting network, whose equipment is
not retrofitted with instances of the TOE, are considered to inhabit the “Non-TOE Protected
(NTP) Domain.” They may continue to operate in that domain during and after the process of
TOE deployment and initidization.

Deployment and initidization of the TOE is & least atwo-part process. The order in which these
1670  processes are performed may or may not be of importance, depending upon the design of the
TOE.

A.2.1 TOE Management Component

Adminigtrative personnel trandate organizationa policies into the TOE' s Domain Information
Flow Policy (DIFP). The sat of possble TOE Persondities is defined in accordance with the
1675 DIFP. Each paticular TOE's Profile is congtructed in accordance with the DIFP by assembly of
a st of zero or more persondities with which it can be authorized to operate. These persondities
are selected from the set of dl possible TOE Persondities. The TOE Profiles used in this example

64 draft MDS_Sep 12.doc

UNCLASSFIED



1680

1685

1690

1695

UNCLASSFIED

are depicted in Table A-2a. In this table, the itdicized words “ Left” and “ Right” refer to the
physica postioning of the corresponding TOES in the sat of diagrams used in this section.

Per sonality Profiles of TOE Instancesin Diagrams
(Domain in
which aTOE
can be
authorized to
participate)
Manage- Left L eft Right Right
ment User Server Server User
TOE TOE TOE TOE TOE
M anagement X X X X X
A X X X
B X X X
NTP X

Table A-2a. Profilesof TOE Instancesin Diagrams

There are three types of personalities’domains of operation represented in this table:

Management — A specid domain in which dl TOEs participate. It may or may not
involve TOE to TOE communication, depending on whether the Management
Component is distributed or centralized.

Specific Domain — Domainssuch as“A” or “B” in which isolated information isto be
exchanged. Noticethat a TOE, such asthe Right User TOE may be granted
persondities for participation in dl domains known to the Management Component. A
TOE with dl of the available persondities may be thought of asa“Wild Card TOE.”

NTP — The Non-TOE Protected Domain in which non-TOE-equipped hosts operate and
communicate viathe network. Note that a TOE-equipped- host must be granted a
persondity specific to this specid domain, in order to be digible to gain participation in
this specid domain.
Since a TOE can exhibit & most one persondity a atime, it may participatein at most one
domain & atime.

The Periods Processing Host Component of the TOE may be able to be used in a Stand-aone
mode, without authentication by the TOE. Thisis not adomain, but amode in which aTOE
equipped host may operate without interaction via the network.

A.2.2 TOE Ingallation and Configuration
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Adminigrative personnd are depicted ingaling instances of the TOE, and configuring these TOES
for proper operation on the network. After this configuration, each ingaled instance of the TOE
ghdl have, & a minimum, aunique identification on the network. Association of an instance of the
TOE and its profile is performed by the TOE Management Component.

The modulated lines in Figure A-2 indicating communications with the TOE Management
Component indicate any required initidization events. These modulated lines dso indicate the
communications by which Adminigtrators perform strong authentication with the TOE
Management Component.

A.23 Server TOE Start-Up

Adminigtrator personnel aso assist the two Server TOES, one dedicated to Domain A and one
dedicated to Domain B, to begin participation in their repective domains. Once these Server
TOEs have joined domains, they may continue to operate in these domains aslong asthey are
powered up. The Administrator may or may not be required to leave atoken a a server TOE in
order for it to operate unattended, depending on how the TOE is designed.

A.3 Usr Enrolment
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Figure A-3: User Enrolment.

Figure A-3 depicts the process of User Enrollment. It entails generation of credentids and
issuance of hardware tokens to the new Users. The users are to use these tokens as one factor in
two part strong authentication of the user to the TOE. The other factor for usein this
authentication is TOE design specific, and may be a password, PIN, biometric measurement, or
some other factor.

In this depiction, the candidate users vist the TOE Adminigtrator to be enrolled and to receive
their tokens. Thisphysica vist may or may not required, depending upon the design of the TOE.
It will likely be required if the taking of some biometric measurement is needed for enrollment. If
biometrics are not used, enrollment requests might be provided to the Administrator via some
other means, and Tokens and passwords shipped to the new users via separate paths.

Another part of this processis the generation and storage of aprofile for the user. A User's
profile is composed of one or more persondlities, which the user can subsequently employ in
interaction with the TOE. Each persondity defines a domain in which the user can be
authenticated to participate. 1t can also impose avariety of redtrictive conditions on the user’s
actionsin the domain.
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A4 TOE Operation: Upper Left User in Domain " A" and Upper Right User in
Domain " B"
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Figure A-4: Upper Left User in Domain " A" & Upper Right User in Domain " B."

Figure A-4 depicts the operation of usersin dl of the three potential domains used in this set of
scenarios. The usersin the Non-TOE Protected (NTP) domain are smply continuing their
operations as they did before TOE deployment.

The user shown at the Upper Left User TOE has been granted participation in (gained
operationa accessto) Domain "A" by satisfaction of severd requirements:

His TOE's Host Component had properly passed through itsinformation neutral sate.

He had successfully accomplished strong (two part) authentication with the TOE
Management Component from the TOE which he is shown to be using. In addition to the
TOE Management Component, this required his use of at least his Token, his second,
implementation specific, authentication part, the TOE Credentia Input Component, and
the TOE User Component.

The User TOE heis usng had been authorized to participate in Domain "A".
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He hasavalid (i.e. non-expired, non-revoked) Domain "A" user persondity as one part
of his profile.

HisDomain"A" user persondity authorizes his use of the Upper Left User TOE, in
Doman"A", a the current time of day, and day of the week / month / tc.

Once the user shown at the Upper Left User TOE has gained participation in (joined) Domain
"A", he may then continue to participate in this domain as long as the following remain true:

HisDomain "A" User persondity has not been changed or revoked viathe TOE
Management Component

Time has not progressed to some point a which he is not authorized to use this Domain
"A" persondlity at this particular User TOE.

His User TOE has remained powered up and operating properly.

While this Upper Left User is participating in Domain"A", in this scenario, he may logicaly
interact with only the Domain "A" Server, snce no other TOE, in addition to his and the server's
TOE, are paticipating in Domain "A". He can thus send e-malil to be sored on the Domain "A"
e-mal server, retrieve hisDoman "A" e-mail from it, and interact with any file server, web server,
print server, or etc. which the Domain "A" server may provide.

When the Upper Left User has completed hiswork in Domain "A", he shdl log off from the
domain, and from his User TOE. The Host Component of the User TOE that he had used shdll
then enter its sanitized state. The definition of User, however, either as an individud, or as more
than oneindividua who are to share a Rall, is dependent upon organizationa policy. It may thus
be permissible for an individud to hand over operation of a TOE to another individud, who isto
continue its use in the same domain, while performing the same Rall, without the logoff, neutra
date, logon process. This requirement can arise in operational scenarios in which operationd
downtime between individuas who are to perform the same roll cannot be tolerated.

This same discussion is gpplicable to the Upper Right User, and hisuse of a TOE in Domain "B".
Agan, in thisfigure, the only operational communications which he may make are with the
Doman"B" server.

Note that the communicationsin TOE Protected Domains are depicted with lines modulated in a
way specific to each domain.

A5 TOE Operation: Both Upper Left User and Upper Right User in Domain " B"
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Figure A-5: Both Upper Left User & Upper Right User in Domain " B."

Figure A-5 depicts the operation of usersin two of the three potentia domains used in this set of
scenarios. The usersin the Non-TOE Protected (NTP) domain are Smply continuing their
operations as they did before TOE deployment.

Both the user shown at the Upper Left User TOE and the User at the Upper Right User TOE
have joined (gained operationd accessto) Domain "B" by satisfaction of severd requirements as
was discussed for the previous scenario. Conditions for continued participation in this domain,
and Log Off requirements for the Upper Left User and the Upper Right User are so asthey
were for the previous scenario.

While these Upper Left and Upper Right Users are participating in Domain "B", they may
logicaly interact with the Domain "B" Server. If their TOES are authorized to communicate
directly with each other, while in Domain "B", they will aso be cgpable of direct interaction (e.g.
perhaps FTP, sharing of files on their locd drive, etc.).

Note that the communicationsin TOE Protected Domains are depicted with lines modulated in a
way specific to Domain "B."
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A.6 TOE Operation: Upper Left User Standalone and Upper Right User in
Domain " A"
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1800
Figure A-6: Upper Left User " Standalone’ & Upper Right User in Domain " A."

Figure A-6 depicts the operation of usersin two of the three potentia domains used in this set of
scenarios. The usersin the Non-TOE Protected (NTP) domain are smply continuing their
1805 operations asthey did before TOE deployment.

Requirements for the User at the Upper Right User TOE, who hasjoined Domain "B", are as
they were in the previous scenarios.

Note that there is a User operating the Upper Left TOE in a Standalone mode. That TOE is not
amember of any domain.

1810  Whilethe Upper Right User is participating in Domain "A", in this scenario, he may logicaly
interact with only the Domain "A" Server, snce no other TOE, in addition to his and the server's
TOE, are participating in Domain "A". He can thus send e-mall to be stored on the Domain "A"

e-mall sarver, retrieve hisDomain "A" e-mail from it, and interact with any file server, web server,
print server, or etc. which the Domain "A" server may provide.
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The communications in TOE Protected Domains are depicted with aline modulated in away
specific to Domain "A."

A7 TOE Operation: Upper Left User in Domain " A" & Upper Right User in
Domain " NTP"
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Figure A-7: Upper Left User in Domain " A" & Upper Right User in Domain " NTP."

Figure A-7 depicts the operation of usersin two of the three potential domains used in this set of
scenarios.

This scenario is provided to emphasize that a User a a TOE, such as the Upper Right TOE, must
follow and satidfy the full set of TOE enforced access requirementsin order to join the Non-TOE
Protected (NTP) domain. Once participating in thisNTP Domain, the User a the Upper Right
TOE may interact with those Users of the NTP domain at regular workstations and servers, with
which his TOE is authorized to participate. When a TOE is interacting with hostsin the NTP
Domain, it applies no encryption service,
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Requirements for the User a the Upper Left User TOE, who has joined Domain "A", are asthey
were in the previous scenarios
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Appendix B Acronyms
CcC Common Criteria

COTS  Commerdd off the Shdlf

DIFP Domain Information How Policy
DPA Domain Participation Authentication
DPAP Domain Participation Authentication Policy
DoD Department of Defense

EAL Evauation Assurance Leve

EKMS Electronic Key Management System
IT Information Technology

LAN Local Area Network

MDS Multiple Domain Solution

MLS Multi-Level Security

N/A Not Applicable

NATO  North Atlantic Treety Organization
NSA Nationa Security Agency

oIS Operating System

OSP Organizationd Security Policy

PP Protection Profile

SF Security Function

SFP Security Function Policy

SPM Security Policy Modd

SOF Strength of Function

ST Security Target

TOE Target of Evduation

TSC TOE Scope of Control

TSF TOE Security Functions

UK United Kingdom

U United States
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VPN Virtua Private Network
WAN Wide Area Network

Appendix C References

1865  Common Criteriafor Information Technology Security Evaluation; Part 2: Security Functiond
Requirements, CCIMB-99-032, v2.1, August 1999.

Common Criteriafor Information Technology Security Evauation; Part 3. Security Assurance
Requirements, CCIMB-99-033, v2.1, August 1999
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